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DATE:     10/16/2018
FUNCTIONAL UNIT:  P&LMS:  Ancillary Testing CD & LD
 

FUNCTIONAL UNIT MANAGER:  Susan Thompson


	Mission Critical System
	Potential Problems
	Contact for Assistance in Preparing for Potential Problems
	Preparations to Make to Minimize Potential Problems
	If there is an interruption in operations due to loss of Critical system, then:

Assess the situation for: Action required:

	1.    Lighting

(Emergency

Lights

Available)


	OK with emergency lighting
	Engineering service
	1. Flashlights

2. Have fresh batteries on hand
	Determine extent of outage.
	Use flashlights

	2.   Electrical

Power

(Generator

Power

Available)


	OK with emergency power.  Loss of both normal and emergency power would result in inability to test. 
	N/A
	Use extension cords to connect equipment to keep 

Tests can be sent to main lab if lab operational.  
	1.  Length of downtime

2.  Alternate lab to use
	Send testing to main laboratory if available

	3.     Steam

Distribution


	N/A
	N/A
	N/A
	N/A
	N/A

	4.    Heating,

Ventilation & Air Conditioning (HVAC)


	N/A
	N/A
	N/A
	N/A
	N/A

	5.  Room 

or

Hood Exhaust

	N/A
	N/A
	N/A
	N/A
	 N/A

	6.      Water

Delivery

	1.  Lack of hand washing.
	
	1. Use antibacterial hand cleanser.
	N/A
	N/A

	7.     Water

Conditioning

Or

Drinkability

	N/A
	Engineering

Service
	N/A
	Water quality
	Inform staff to drink bottled water – not tap water.

	8.     Waste

Stream

(Sanitary, Solid, Liquid, &

Biohazard)


	Biohazard waste will accumulate.
	Engineering

Service
	Biohazardous waste accumulation would be minimal.
	Determine extent of outage.


	Contact engineering for help with biohazard waste disposal.

	9.     Critical 

Supplies

	Lack of reagents results in inability to perform testing.
	Supply Office
	Stockpile of reagents on hand.
	Inventory of reagents
	1.  Reduce to critical tests only.

	10.  Communi-

cations (Telephone, Radio, Intercom, 

Nurse Call; etc.)

	N/A testing done at point of care
	IT
	
	N/A


	N/A

	11.  VISTA &

Other Computer Applications

	Delay of results to chart
	LIM
	Backup procedures are in place.
	Assess length of downtime.
	1. Activate established computer downtime procedures



	12.   Alarms

 (Fire, Code Blue, Security, Medical Gases, Nurse Call, Refrigeration; etc.)


	Lack of notification
	
	Alert staff.
	Listen to intercom for fire announcements.
	1. Manually monitor temperatures of refrigerators and freezers

2. Inform staff

	13.  Elevators 

& Other Vertical Transport


	N/A
	
	Use stairs
	Determine extent of outage.


	Use stairs

	14. Transport

Systems

(Robotic, Pneumatic Tube, Tracked Vehicle; etc.)

	N/A
	Engineering 

Service
	
	
	

	15.   Central

Medical Gases (Oxygen, Medical Air, Vacuum)

	NA
	
	
	
	















DATE: 10/16/2018
FUNCTIONAL UNIT:  P&LMS:  Histopathology 



FUNCTIONAL UNIT MANAGER:  Kim Manuel


	Mission Critical System
	Potential Problems
	Contact for Assistance in Preparing for Potential Problems
	Preparations to Make to Minimize Potential Problems
	If there is an interruption in operations due to loss of Critical system, then:
Assess the situation for: Action required:

	1.    Lighting

(Emergency

Lights

Available)


	Without lights, staff cannot carry out their duties.
	Safety Officer
	1.  Have flashlight with batteries.

2.  Be familiar with egress routes.
	1.  Determine extent of outage.


	 Use flashlights

	2.   Electrical

Power

(Generator

Power

Available)


	Unable to perform duties without emergency power.
	Safety Officer
	Use extension cords to connect critical equipment to emergency power outlets.
	Determine extent of outage.
	If emergency power unavailable, may be required to shift to outside lab (UK).

	3.     Steam

Distribution


	N/A
	N/A
	N/A
	N/A
	N/A



	4.    Heating,

Ventilation & Air Conditioning (HVAC)


	Could only work so long without heat or HVAC due to staff safety.
	Engineering Service
	
	 Determine extent of outage.
	Request fans from engineering

	5.  Room or

Hood Exhaust

	Would need Safety evaluation before proceeding with regular duties.
	Safety Officer and Engineering Service
	Try to perform duties with minimal chemical requirements.
	Evaluation by Safety Officer to access danger from chemical fumes.
	Do not process until situation is determined safe by hospital safety office.

	6.      Water

Delivery

	1.  Water required for all staining functions.

2.  Hand washing critical.
	Safety Officer and Engineering Service
	1. Small inventory of water kept on hand.

2. Use antibacterial hand cleanser.
	Assess extent of outage.
	Inventory of lab wide water supply to determine staining capabilities.

	7.     Water

Conditioning

Or

Drinkability

	Minimal impact
	Engineering Service
	If emergency power and water is available, we may use reagent grade water from our water purification system.


	Inform staff
	 Report to Safety Officer or Engineering Service

	8.     Waste

Stream

(Sanitary, Solid, Liquid, &

Biohazard)


	Cannot flush chemicals (stains) without H2O
	Engineering Service
	Store biohazard waste until able to dispose of per procedure.
	Inform staff
	

	9.     Critical 

Supplies

	Without supplies, cannot operate.
	Purchasing
	Stock pile approx. 2 week inventory.
	Inventory supplies
	May borrow supplies from UK.

	10.  Communi-

cations (Telephone, Radio, Intercom, 

Nurse Call; etc.)

	Minimal impact Would need to use landline phone for communication.  All other phones are dependent on internet connection.
	 IRM
	Have all required materials on hand (supplies).
Landline located in blood bank above bench 20 and 21
	Assess situation, inform staff.
	Have all required materials on hand.

	11.  VISTA &

Other Computer Applications

	Cannot log in or report electronically
An interruption in VISTA operations would interrupt order entry and results reporting.

An interruption in VISTA operations would interrupt order entry and results reporting.


Would need to use landline phone for communication.  All other phones are dependent on internet connection.
	IM
	Establish back-up system for logging in and reporting results.
1. Establish back-up systems for processing pathology and laboratory requests and inputting exam results into the Vista system.

2.  Landline located in blood bank above bench 20 and 21
	Inquire of IM about length of down time.
	Use handwritten tissue examination forms that can be entered into VistA later.

	12.   Alarms

 (Fire, Code Blue, Security, Medical Gases, Nurse Call, Refrigeration; etc.)


	All alarms required for assessing situation
	Engineering Service 
	Alert staff
	1.  Inform staff.

2. Listen for intercom announcement.
	1.  Contact Engineering Service to make necessary repairs.

2.  Monitor temperatures manually



	13.  Elevators 

& Other Vertical Transport


	Minimal impact except to secure specimens
	Engineering Service
	1.  Use stairways
	Keep staff informed.
	Inform of egress route to secure specimens.

	14. Transport

Systems

(Robotic, Pneumatic Tube, Tracked Vehicle; etc.)

	N/A
	N/A
	N/A
	N/A
	N/A

	15.   Central

Medical Gases (Oxygen, Medical Air, Vacuum)

	NA
	N/A
	N/A
	N/A
	N/A


FUNCTIONAL UNIT:  P&LMS:  Cytology







DATE:     October 16, 2018










 FUNCTIONAL UNIT MANAGER:  Derek Hensley
	Mission Critical System
	Potential Problems
	Contact for Assistance in Preparing for Potential Problems
	Preparations to Make to Minimize Potential Problems
	If there is an interruption in operations due to loss of Critical system, then:
Assess the situation for: Action required:

	1.    Lighting

(Emergency

Lights

Available)


	Without lights, minimal duties performed.
	Safety Office
	Stock flashlights with fresh batteries


	Determine extent of outage.
	May relocate necessities to area with better lighting.

	2.   Electrical

Power

(Generator

Power

Available)


	Without power, minimal duties performed.
	Safety Office
	Use extension cords to connect critical equipment to emergency power outlets.  Cytology Section refrigerator is on emergency power.


	Determine extent of outage.
	1.  May need to centrifuge specimens in another area. 

2.  Specimens can be stored for a short amount of time.

(<1 week).

	3.     Steam

Distribution


	N/A
	N/A
	N/A
	N/A
	N/A

	4.    Heating,

Ventilation & Air Conditioning (HVAC)


	Could only work so long without heat or air conditioning due to staff safety.
	Engineering Service
	N/A
	 Determine extent of outage.
	 Request fans from engineering


	5.  Room or

Hood Exhaust

	Minimal Impact

	Safety Office
	
	Determine how long without exhaust 
	None

	6.      Water

Delivery

	1.  Hand washing critical.

2.  Water required for staining.
	Safety Office
	1. Use antibacterial hand cleanser.

2.  Use bottled water for staining.
	1.  Determine how long without H2O.

2. Inventory lab wide water supply.
	1. Use antibacterial hand cleanser.

2.  Use bottled water for staining.

	7.     Water

Conditioning

Or

Drinkability

	Minimal impact except for drinking water.
	Chief Medical Technologist
	If emergency power is available and water is available, we may use reagent grade water from our water purification system.
	Minimize use of water.
	

	8.     Waste

Stream

(Sanitary, Solid, Liquid, &

Biohazard)


	Unable to dispose of biohazard waste.
	Safety Office
	Stock extra biohazard bags.
	
	1.  Cytology has minimal biohazard waste.

2. Store in designated waste room for disposal by engineering.

	9.     Critical 

Supplies

	Unable to perform FNAs, process, and stain.
	Purchasing
	Stockpile reagents for approx. 2 weeks.
	Determine which procedures to perform.
	1.  Stockpile reagents.

2. Could possible borrow supplies from UK.

	10.  Communi-

cations (Telephone, Radio, Intercom, 

Nurse Call; etc.)

	Unable to communicate with medical staff concerning FNAs
Would need to use landline phone for communication.  All other phones are dependent on internet connection.
	1.  Chief, IM

2.  Chief, Security
	Check with IM about back-up.
Landline located in blood bank above bench 20 and 21
	Check to see if any FNAs scheduled.
	Can walk to CT Scan & Ultrasound to check on scheduled FNAs.

	11.  VISTA &

Other Computer Applications

	Reporting results delays
An interruption in VISTA operations would interrupt order entry and results reporting.

	LIM
	Establish backup system.
	Check with LIM about length of downtime.
	Cytology has manual back-up system.

	12.   Alarms

 (Fire, Code Blue, Security, Medical Gases, Nurse Call, Refrigeration; etc.)


	Needed to alert staff of a fire
	Safety Manager
	Test alarms
	1.  Inform staff.

2.  Listen to intercom for fire announcements.
	Contact lab safety officer.



	13.  Elevators 

& Other Vertical Transport


	Minimal Impact
	Engineering Service
	Use stairways
	Keep informed
	Know egress route to secure specimens

	14. Transport

Systems

(Robotic, Pneumatic Tube, Tracked Vehicle; etc.)

	Minimal Impact
	Engineering

Service
	N/A
	N/A
	Would rely upon physical transport of specimens.

	15.   Central

Medical Gases (Oxygen, Medical Air, Vacuum)

	NA
	N/A
	N/A
	N/A
	N/A


P&LMS Contingency Plan


DATE:     October 16, 2018
FUNCTIONAL UNIT:  P&LMS:  Chemistry
                                            FUNCTIONAL UNIT MANAGER:  Lee Ann Speaks


	Mission Critical System
	Potential Problems
	Contact for Assistance in Preparing for Potential Problems
	Preparations to Make to Minimize Potential Problems
	If there is an interruption in operations due to loss of Critical system, then:
Assess the situation for: Action required:

	1.    Lighting

(Emergency

Lights

Available)


	OK with emergency lighting
	N/A
	3. Flashlights

4. Have fresh batteries on hand
	Determine extent of outage.
	Use flashlights

	2.   Electrical

Power

(Generator

Power

Available)


	OK with emergency power.  Loss of both normal and emergency power would result in closure of section.
	N/A
	Use extension cords to connect critical equipment and water purification system to emergency power outlets.  

Set up list to send all tests elsewhere (Lab Corp)


	1.  Length of downtime

2.  Alternate lab to use
	Send testing to alternate laboratory

	3.     Steam

Distribution


	N/A
	N/A
	N/A
	N/A
	N/A

	4.    Heating,

Ventilation & Air Conditioning (HVAC)


	Analyzers will overheat in time
	
	
	1. Determine extent of outage.

2. Temperature
	1. Turn off analyzers.
2. Request fans from engineering to help cool instruments.

	5.  Room 

or

Hood Exhaust

	Minimal Impact
	Safety Office
	
	Fumes
	 Wear mask when pouring acids.

	6.      Water

Delivery

	1. Minimal water requirements for testing.

  2.  Lack of hand washing.
	
	2. Utilize carboys for deionized water for testing/dilutions.

3. Use antibacterial hand cleanser.
	Inventory deionized water.
	Prioritize testing requirements.

	7.     Water

Conditioning

Or

Drinkability

	Minimal Impact
	Engineering

Service
	If emergency power is available and water is available, we may use reagent grade water from our water purification system.
	Water quality
	Inform staff to drink bottled water – not tap water.

	8.     Waste

Stream

(Sanitary, Solid, Liquid, &

Biohazard)


	Can’t dispose of 24 hr. urines thru sinks.  Lack of disposal of specimens would create large amount quickly
	Engineering

Service
	Could store urine containers in biohazard waste room to await disposal.
	Determine extent of outage.


	Contact engineering for help with biohazard waste disposal.

	9.     Critical 

Supplies

	Lack of reagents results in inability to perform testing.
	Supply Office
	Stockpile of reagents on hand.
	Inventory of reagents
	1.  $ to send out?

2.  Reduce to critical tests only.

	10.  Communi-

cations (Telephone, Radio, Intercom, 

Nurse Call; etc.)

	Unable to communicate critical values
Would need to use landline phone for communication.  All other phones are dependent on internet connection.
	IRM
	Landline located in blood bank above bench 20 and 21
	Determine extent of outage.


	1. Walk results to area.

	11.  VISTA &

Other Computer Applications

	Major Impact
1.  An interruption in VISTA operations would interrupt order entry and results reporting.
2.  Would need to use landline phone for communication.  All other phones are dependent on internet connection.
	LIM
	Backup procedures are in place.
	Assess length of downtime.
	2. Activate established computer downtime procedures

3. Walk results, backup slips, etc.



	12.   Alarms

 (Fire, Code Blue, Security, Medical Gases, Nurse Call, Refrigeration; etc.)


	Lack of notification
	
	Alert staff.
	Listen to intercom for fire announcements.
	3. Manually monitor temperatures of refrigerators and freezers
4. Inform staff

	13.  Elevators 

& Other Vertical Transport


	N/A
	
	Use stairs
	Determine extent of outage.


	Use stairs

	14. Transport

Systems

(Robotic, Pneumatic Tube, Tracked Vehicle; etc.)

	Loss of pneumatic tube would cause delay in specimen delivery
	Engineering 

Service
	
	Determine extent of outage.


	Walk specimens.

	15.   Central

Medical Gases (Oxygen, Medical Air, Vacuum)

	NA
	
	
	
	















DATE:    October 16, 2018
FUNCTIONAL UNIT:  P&LMS: Microbiology
 

                     FUNCTIONAL UNIT MANAGER:  Baker Burke


	Mission Critical System
	Potential Problems
	Contact for Assistance in Preparing for Potential Problems
	Preparations to Make to Minimize Potential Problems
	If there is an interruption in operations due to loss of Critical system, then:
Assess the situation for: Action required:

	1.    Lighting

(Emergency

Lights

Available)


	OK with emergency power.  Loss of both normal and emergency power would result in closure of section.
	
	1. Flashlights

2. Have fresh batteries on hand
	Determine extent of outage.
	1. Use flashlights

2. Send patient testing to LabCorp

	2.   Electrical

Power

(Generator

Power

Available)


	The loss of the primary source would have little effect on the functioning of the laboratory.  Most of the instruments required for testing are on emergency power outlets.  (See Prep. column).However, if both sources of electricity were lost, this would result in total shutdown of all testing procedures.  All instruments should be shutdown to prevent damage by surges when power is restored.  We would be able to collect specimens to be sent to another laboratory.
	
	1. Use extension cords to connect critical equipment and water purification system to emergency power outlets.  

2. The triple refrigerator storing media is not on emergency power.  Media could be moved to walk-in refrigerator. The Microscan Walkaway is connected to a direct critical power circuit. No extension cords needed.

	Determine extent of outage.
	1. Move media to functioning refrigerator

2. Send patient testing to LabCorp

	3.     Steam

Distribution


	N/A
	
	N/A
	N/A
	N/A

	4.    Heating,

Ventilation & Air Conditioning (HVAC)


	Equipment may overheat
	Engineering Service
	Request fans from engineering to help cool area/instrumentation.
	 Determine extent of outage.
	1. Evaluate to protect equipment.

2. Request fans from engineering to help cool area

	5.  Room 

or

Hood Exhaust

	Potential for germ spread  contamination in positive pressure rooms/hoods
	Safety Office

Chief Technologist
	Plating of specimens (except respiratory specimens and specimens sent for TB and fungus evaluation) would continue on countertop using universal precautions.
	Determine extent of outage.
	1. Call patient’s provider if exams cannot be performed due to loss of exhaust capabilities.

2. Enter electronic work order.

	6.      Water

Delivery

	Water required for some tests.  Hand washing critical
	Safety Office
	1. Keep 5 gallon container of deionized water available.

2. Use antibacterial hand cleanser.
	 Determine extent of outage.
	1. Have stored water on hand.

2. Use antibacterial hand cleanser.

	7.     Water

Conditioning

Or

Drinkability
	Minimal impact except for drinking water
	Supply Officer
	If emergency power is available and water is available, we may use reagent grade water from our water purification system.
	Water quality
	Report failure to Engineering Service.

	8.     Waste

Stream

(Sanitary, Solid, Liquid, &

Biohazard)


	Unable to dispose of biohazard waste
	Safety Office
	Stock extra biohazard bags and containers.


	Ability to preserve staff safety and environmental controls
	Contact environmental management for assistance with disposal.

	9.     Critical 

Supplies


	Adverse affect on the operations of the pathology and laboratory department.
	Chief, Purchasing and Contracting

Chief Technologist
	Stock enough supplies to cover at least 2 weeks. 


	Evaluate the situation and determine which studies can be performed.
	1. Notify COS and Site Manager of which studies can be performed and which are no longer available.
2. Contact nearby hospital to check on their supplies

	10.  Communi-

cations (Telephone, Radio, Intercom, 

Nurse Call; etc.)


	Loss of phones will impede the department’s ability to communicate with medical center staff and external contacts
Would need to use landline phone for communication.  All other phones are dependent on internet connection.
	IRM


	Landline located in blood bank above bench 20 and 21
	Determine extent of outage 
	1. Communicate urgent results via hand delivery of report to appropriate area.

2. If computer is working- communicate via e-mail.

	11.  VISTA &

Other Computer Applications


	1.  An interruption in VISTA operations would interrupt order entry and results reporting.

	IRM
 
	Establish back-up systems for processing pathology and laboratory requests and inputting exam results into the Vista system.
	Wait for word from IRM as to the length of the downtime
	1. Start using VA Lab Slips; distribute to wards.

2. At reception desk begin manual logs and log sheets for each exam

3. Use runners for inpatient results.  Call MD if critical results.  

4. After Vista is restored, enter all exams into system.

	12.   Alarms

 (Fire, Code Blue, Security, Medical Gases, Nurse Call, Refrigeration; etc.)


	Fire alarms needed to alert staff of a fire


	Chief, Security


	
	Determine extent of outage


	1. Notify staff.

2. Remain alert for notification on the fire alarm via intercom system
3. Manually monitor refrigerator, incubator and freezer temperatures

	13.  Elevators 

& Other Vertical Transport


	Minimal Impact
	
	
	
	

	14. Transport

Systems

(Robotic, Pneumatic Tube, Tracked Vehicle; etc.)

	Delay in specimen testing/reporting.
	Engineering

Service
	
	Determine extent of outage


	Physically walking specimens.

	15.   Central

Medical Gases (Oxygen, Medical Air, Vacuum)

	No Impact 
	
	
	
	
















DATE:      October 16, 2018
FUNCTIONAL UNIT:  P&LMS: Hematology
 
                                    FUNCTIONAL UNIT MANAGER:  Susan Buchanan

	Mission Critical System
	Potential Problems
	Contact for Assistance in Preparing for Potential Problems
	Preparations to Make to Minimize Potential Problems
	If there is an interruption in operations due to loss of Critical system, then:
Assess the situation for: Action required:

	1.    Lighting

(Emergency

Lights

Available)


	Emergency lights available in coagulation/urinalysis section only.  
	Safety Office

Engineering Service
	1.  Staff should be informed.

2.  Flashlights are available.

3.  Staff informed where the flashlights are located.
	Determine extent of outage, is it contained or throughout the service?
	Use flashlight or emergency lights.



	2.   Electrical

Power

(Generator

Power

Available)


	1.  No primary power.

2.  May cause potential damage to the electronics of the equipment used.
	Safety Office

Engineering Service
	1. Use extension cords to connect critical equipment and water purification system to emergency power outlets.  

2. All Hematology equipment is on emergency power.

3. Confirm contingency plans with UK or outside reference labs.
	Service chief to determine the extent of the outage and the projected length of the outage
	 If emergency power won’t come on, may shift testing to the reference lab.

	3.     Steam

Distribution


	N/A
	N/A
	N/A
	N/A
	N/A

	4.    Heating,

Ventilation & Air Conditioning (HVAC)


	1.  Loss of heat and AC could impact operations to the staff.

2.  Overheating could cause damage to the electronic equipment.
	Chief, Engineering Service,

Bio-Medical
	Fans and heaters may be acquired from Engineering to ensure operation of equipment.
	Service chief to determine the extent of the outage and projected length of the outage.
	1. Evaluate situation to protect equipment (possible shutdown).
2. Restart equipment after cool off.
3. Send tests out
4. Fans and heaters may be acquired from Engineering to ensure operation of equipment



	5.  Room or

Hood Exhaust

	Minimal Impact
	Safety Office

Chief Technologist
	
	 Determine the extent of the outage.

	Place work order.

	6.      Water

Delivery

	1.  Water required for stainer.

2.  Flush sinks

3.  Hand washing critical
4. Used in millipore filter system
	Safety Office
	1.  5 gallon deionized water kept on hand for backup.  Small amount needed for stainer.

2. Use antibacterial hand cleanser.
	Determine the extent of the outage.
	Have stored water on hand.
Switch to unconcentrated cellpack.

	7.     Water

Conditioning

Or

Drinkability
	Minimal impact except for drinking water
	Supply Officer
	If emergency power is available and water is available, we may use reagent grade water from our water purification system.
	
	

	8.     Waste

Stream

(Sanitary, Solid, Liquid, &

Biohazard)


	Unable to dispose of biohazard waste
	Safety Office
	Stock extra red bags and containers.
	Ability to preserve staff safety and environmental controls
	1.  Contact environmental management for assistance with disposal

	9.     Critical 

Supplies


	Adverse affect on the operations of the pathology and laboratory department.
	Chief, Purchasing and Chief Technologist
	Stock enough supplies to cover at least 2 weeks.  
	Evaluate the situation and determine which studies can be performed.
	1.  Notify COS and Site Manager of which studies can be performed and which are no longer available.

2.  Contact nearby hospital to check on their supplies

	10.  Communi-

cations (Telephone, Radio, Intercom, 

Nurse Call; etc.)


	Loss of phones will impede the department’s ability to communicate with medical center staff and external contacts
Would need to use landline phone for communication.  All other phones are dependent on internet connection.
	Chief, IRM

Chief, Security
	Landline located in blood bank above bench 20 and 21
	1. Inability to communicate critical values.
	1. Physically walk results to clinic areas.



	11.  VISTA &

Other Computer Applications


	1.  An interruption in VISTA operations would interrupt order entry and results reporting.

	IRM
	Establish back-up systems for processing pathology and laboratory requests and inputting exam results into the Vista system.
	Wait for word from IRM as to the length of the downtime
	1. Start using VA Lab Slips; distribute to wards.

2. At reception desk begin manual logs and log sheets for each exam

3. Use runners for inpatient results.  Call MD if critical results or urgent for outpatients.  

4. After Vista is restored, enter all exams into system.

	12.   Alarms

 (Fire, Code Blue, Security, Medical Gases, Nurse Call, Refrigeration; etc.)


	1.  Fire alarms needed to alert staff of a fire

2.  Refrigeration:  Refrigeration alarms being down may cause supplies to be lost.
	Chief, Security

Chief, Engineering Service
	
	1. By observing the monitors, etc. determine whether the alarm to the refrigeration is working.

2. Remain alert for notification via intercom on the fire alarm.
	Manually monitor temperature within refrigerator.



	13.  Elevators 

& Other Vertical Transport


	Minimal Impact
	
	
	
	

	14. Transport

Systems

(Robotic, Pneumatic Tube, Tracked Vehicle; etc.)

	Delay in specimen testing/results.
	Engineering Service
	
	Contact Engineering service.
	Physically walk specimens.

	15.   Central

Medical Gases (Oxygen, Medical Air, Vacuum)

	N/A
	N/A
	N/A
	N/A
	N/A















DATE:      October 16, 2018
FUNCTIONAL UNIT:  P&LMS: Blood and Tissue Bank
 
         FUNCTIONAL UNIT MANAGER:  Angie McCowan-Bailey


	Mission Critical System
	Potential Problems
	Contact for Assistance in Preparing for Potential Problems
	Preparations to Make to Minimize Potential Problems
	If there is an interruption in operations due to loss of Critical system, then:
Assess the situation for: Action required:

	1.    Lighting

(Emergency

Lights

Available)


	OK with emergency.  If no emergency light then could not read reactions to perform patient testing
	Engineering
	Have flashlights and fresh batteries on hand
	Determine extent of outage
	May relocate to area with better lighting

	2.   Electrical

Power

(Generator

Power

Available)


	OK with emergency.  If loss of emergency power, Blood Bank would send patient testing to Kentucky Blood Center (KBC).  We would not be able to perform patient testing.
	Engineering
	Use extension cords to connect critical equipment to emergency power outlets.  


	Length of downtime
	May send patient testing to Kentucky Blood Center

	3.     Steam

Distribution


	N/A
	N/A
	N/A
	N/A
	N/A

	4.    Heating,

Ventilation & Air Conditioning (HVAC)


	Minimal Impact due to platelet and tissue incubator on emergency power.  
	Engineering
	If no emergency power, all platelets would be sent back to KBC.  

Tissue implants would be moved to the stock room where the temperature is monitored
	Determine extent of outage
	If no emergency power, all platelets would be sent back to KBC.
Tissue implants would be moved to the stock room where the temperature is monitored

	5.  Room 

or

Hood Exhaust

	No Problems
	
	
	
	

	6.      Water

Delivery

	Need to wash hands is critical
	Safety Office
	Use antibacterial hand cleanser.
	Assess outage time.
	Conserve and have additional (i.e., bottled) water available.

	7.     Water

Conditioning

Or

Drinkability
	Minimal Impact
	Supply Officer
	If emergency power is available and water is available, we may use reagent grade water from our water purification system.
	
	

	8.     Waste

Stream

(Sanitary, Solid, Liquid, &

Biohazard)


	Unable to dispose of cell washer waste
	Safety Office
	1. Store waste in biohazard room until disposal can proceed.

2. Stock extra empty saline containers to handle waste overflow
	Determine extent of outage
	Contact Safety office for help with biohazard disposal.

	9.     Critical 

Supplies


	Would be unable to perform patient testing.
	Chief, Supply and Purchasing
	Store 2 week supply of critical reagents
	Supply levels
	1. Keep enough in stock, borrow, or arrange with ordering company.

2. May need to send patient testing to KBC.

	10.  Communi-

cations (Telephone, Radio, Intercom, 

Nurse Call; etc.)


	Unable to contact KBC for ordering blood.  Also unable to contact OR and wards.
Would need to use landline phone for communication.  All other phones are dependent on internet connection.
	IRM
	May need to have access to cellular phone to contact KBC.
Landline located in blood bank above bench 20 and 21
	Determine extent of outage
	1. If computer is working, communicate via Outlook email 
2. Hand deliver orders and communication to floors

	11.  VISTA,   

     VBECS, &
Other Computer Applications


	1.Could not put 
    orders for blood 
    products or tissue
    implants in 
    computer.
2. Could not use 
    VBECS
3.  An interruption in VISTA operations would interrupt order entry and results reporting.
4. Tissue implants would have to be recorded and tracked via paper instead of computer.

5.  Would need to use landline phone for communication.  All other phones are dependent on internet connection.
	IRM
	1.  Would have to accept verbal
     orders by phone or use paper
     requisitions.
2.  Use manual patient cards for

     recording patient typing and 

     crossmatching reactions.


	Determine extent of outage
	Need phone service

	12.   Alarms

 (Fire, Code Blue, Security, Medical Gases, Nurse Call, Refrigeration; etc.)


	All BB refrigerator, freezer, and platelet cabinet alarms are on emergency power.  All tissue equipment is on emergency power.  Fire alarm would be only problem.
	Safety Officer
	Manually watch and take temperatures every 4 hours on refrigerators, freezers, platelet cabinet, tissue cabinet and water bath if being used.
	Determine extent of outage


	1. Inform staff.

2. Listen for intercom fire announcements.
3. Manually monitor temperature.

	13.  Elevators 

& Other Vertical Transport


	Minimal impact
	Engineering
	Specimens may not be able to get to lab or transport may not be able to pick blood up.
	Determine extent of outage


	Use the stairs instead of elevators.

	14. Transport

Systems

(Robotic, Pneumatic Tube, Tracked Vehicle; etc.)

	Minimal Impact
	Engineering
	Specimens may not be able to get to lab
	Determine extent of outage
	Transport samples or blood products via volunteer or technologist.

	15.   Central

Medical Gases (Oxygen, Medical Air, Vacuum)

	Not applicable
	
	
	
	
















DATE:     October 16, 2018
FUNCTIONAL UNIT:  P&LMS: Administrative Support
 

    FUNCTIONAL UNIT MANAGER:  Vicki Richardson
	Mission Critical System
	Potential Problems
	Contact for Assistance in Preparing for Potential Problems
	Preparations to Make to Minimize Potential Problems
	If there is an interruption in operations due to loss of Critical system, then:
Assess the situation for: Action required:

	1.    Lighting

(Emergency

Lights

Available)


	Can work with emergency lighting
	Engineering
	Have flashlights and fresh batteries on hand
	Determine extent of outage
	May relocate to area with better lighting

	2.   Electrical

Power

(Generator

Power

Available)


	Can work with emergency power
	Engineering
	Use extension cords to connect critical equipment and water purification system to emergency power outlets.  


	Determine extent of outage
	Cannot work without emergency power

	3.     Steam

Distribution


	N/A
	
	
	
	

	4.    Heating,

Ventilation & Air Conditioning (HVAC)


	Office heating or cooling needed
	Engineering Service
	Fans or heaters
	Determine extent of outage
	Fans and heaters may be acquired from Engineering to ensure operation of equipment



	5.  Room or

Hood Exhaust

	N/A
	
	
	
	

	6.      Water

Delivery

	Need to wash hands 
	Safety Office
	Use antibacterial hand cleanser.
	Assess outage time
	Inventory hand cleanser

	7.     Water

Conditioning

Or

Drinkability
	Drinking water availability
	Supply Officer
	If emergency power is available and water is available, we may use reagent grade water from our water purification system.
	 Minimize use
	Minimize use

	8.     Waste

Stream

(Sanitary, Solid, Liquid, &

Biohazard)


	N/A
	
	
	
	

	9.     Critical 

Supplies


	Would be unable to perform service.
	Chief, Supply and Purchasing
	Try to keep adequate back supply
	Supply levels
	Keep enough in stock or borrow, or arrange with supply.

	10.  Communi-

cations (Telephone, Radio, Intercom, 

Nurse Call; etc.)


	1.  Could not call frozen sections

2.  Could not use paging system
3.  Would need to use landline phone for communication as other phone service is operated through Internet.
	 IRM
	Communicate verbally or via paper
Landline located in blood bank above bench 20 and 21
	Assess for extent of outage
	Communicate verbally or via paper

	11.  VISTA &

Other Computer Applications


	1.  An interruption in VISTA operations would interrupt order entry and results reporting.
2.  Would need to use landline phone for communication.  All other phones are dependent on internet connection.
	IM
	Type reports on paper
	Assess for extent of outage.
	Type reports on paper and enter in VISTA later.

	12.   Alarms

 (Fire, Code Blue, Security, Medical Gases, Nurse Call, Refrigeration; etc.)


	Need to hear fire alarm
	Safety Officer
	1.  List for intercom message.

2.  Verbal notification.
	Assess extent of outage
	1.  List for intercom message.

2.  Verbal notification.

	13.  Elevators 

& Other Vertical Transport


	Minimal impact
	
	 
	
	

	14. Transport

Systems

(Robotic, Pneumatic Tube, Tracked Vehicle; etc.)

	Minimal Impact
	
	
	
	

	15.   Central

Medical Gases (Oxygen, Medical Air, Vacuum)

	Minimal Impact
	
	
	
	















DATE:       October 16, 2018
FUNCTIONAL UNIT:  P&LMS: Phlebotomy Laboratory 

         FUNCTIONAL UNIT MANAGER:  Michael Evans

	Mission Critical System
	Potential Problems
	Contact for Assistance in Preparing for Potential Problems
	Preparations to Make to Minimize Potential Problems
	If there is an interruption in operations due to loss of Critical system, then:
Assess the situation for: Action required:

	1.    Lighting

(Emergency

Lights

Available)


	Without lights, phlebotomy would not be possible.
	Safety Office
	1.  Have flashlight with fresh batteries.

2.  Inform staff of exit routes
	1.  Extent of light failure should be evaluated.


	1. Move staff from dark to lighted area.

2. Maintain staff

	2.   Electrical

Power

(Generator

Power

Available)


	1.  Loss of primary source has little effect.

2.  Loss of both primary and secondary, section may close.
	Safety Office

Engineering
	Use extension cords to connect critical equipment and water purification system to emergency power outlets.  


	Service chief will assess and relay instructions.


	Without power, section would close.

	3.     Steam

Distribution


	N/A
	
	
	
	

	4.    Heating,

Ventilation & Air Conditioning (HVAC)


	1.  Loss of heat would impact staff (could not work in environment) 

2.  Overheating of room.
	Engineering
	Request fans from Engineering


	Service chief will keep informed.


	Move staff to appropriate area.

	5.      Room 

or

Hood Exhaust


	N/A
	
	
	
	

	6.      Water

Delivery


	1.  Hand washing critical.

2.  Toilet will not flush
	Safety Office
	1. Use antibacterial hand cleanser.

2. Check status of alternate restrooms (Rm. D-156)


	1.  Service chief to keep updated.


	

	7.     Water

Conditioning

Or

Drinkability


	Minimal impact
	
	If emergency power is available and water is available, we may use reagent grade water from our water purification system.
	
	

	8.     Waste

Stream

(Sanitary, Solid, Liquid, &

Biohazard)


	Would have to delay disposal of biohazardous waste
	EMS
	 Store biohazardous waste in designated room in main laboratory until disposal is possible.
	Volume of biohazardous waste
	Notify EMS of need for assistance to pick up biohazardous waste.

	9.     Critical 

Supplies


	If extended, 2-3 weeks, warehouse supplies may become critical
	Ware house

Vendors
	Keep enough supplies on hand for 2-3 weeks of testing
	Evaluate as needed.
	1.  Contact CDD

2.  Contact area hospitals

	10.  Communi-

cations (Telephone, Radio, Intercom, 

Nurse Call; etc.)


	Loss of phones would impede communications between sections and hospital
Would need to use landline phone for communication as other phone service is operated through Internet.


	Chief of IM
	Landline located in blood bank above bench 20 and 21 in B102 Cooper Drive
	
	Use e-mail, if available



	11.  VISTA &

Other Computer Applications


	1.  An interruption in VISTA operations would interrupt order entry and results reporting.
2.  Would need to use landline phone for communication.  All other phones are dependent on internet connection.
	IM

ADPAC
	Back up procedures are in place.
	Wait for downtime length.
	1.  Use miscellaneous slips for lab orders.

2. Outpatient back up collection list.

	12.   Alarms

 (Fire, Code Blue, Security, Medical Gases, Nurse Call, Refrigeration; etc.)


	Fire alarms needed to alert of fire
	Chief, Security
	Alert staff that alarm system is down.
	
	1.  Have staff listen to intercom for fire notice.

2.  Dial 3600(LD) or 4500(CD) to report fire.

	13.  Elevators 

& Other Vertical Transport


	N/A
	
	
	
	

	14. Transport

Systems

(Robotic, Pneumatic Tube, Tracked Vehicle; etc.)
	Specimens would have to be walked over to main lab
	
	Have personnel available to make deliveries as needed
	Functioning of pneumatic tube
	Deliver specimens as needed

	15.   Central

Medical Gases (Oxygen, Medical Air, Vacuum)


	N/A
	
	
	
	


FUNCTIONAL UNIT:  Special Reference Lab - CDD
  







DATE:  October 16, 2018












FUNCTIONAL UNIT MANAGER: Rebecca Haynes
	Mission Critical System
	Potential Problems
	Contact for Assistance in Preparing for Potential Problems
	Preparations to Make to Minimize Potential Problems
	If there is an interruption in operations due to loss of Critical system, then:
Assess the situation for: Action required:

	1.    Lighting

(Emergency

Lights

Available)


	1.  Without lighting, staff can carry out limited duties.

2.  Outside lights should be sufficient for egress
	Safety Office
	Stock flashlights and batteries
	Determine extent and expected duration of outage.


	1.  Staff may be asked to perform some tasks with lights from windows.

2.  Staff may need to be transferred to labor pool.

	2.   Electrical

Power

(Generator

Power

Available)


	1. Without power, staff cannot carry out their duties.

2.  Power surges could damage equipment.
	Safety Office

Engineering
	1. Use extension cords to connect critical equipment and water purification system to emergency power outlets.  

2. Manual tests could still be performed.
3. Determine other refrigerator space available for reagents.
	SRL chief to determine extent of outage and projected length of outage.


	1.  Staff will continue to do manual tests.

2.  Some staff may need to be moved to labor pool.

	3.     Steam

Distribution
	N/A 
	
	
	
	

	4.    Heating,

Ventilation & Air Conditioning (HVAC)


	1.  Loss of heat may affect room temperature incubators.

2.  Overheating could cause damage to electronic equipment.

3.  Physical discomfort may prevent employees from being able to carry out duties.
	Engineering Service
	Request fans from engineering to help cool equipment; may be able to use incubators for R.T. incubations.


	SRL chief to determine extent of the outage and projected length of the outage.


	1.  Evaluate situation to protect equipment.

2.  Wait until equipment cools down to restart testing.

3.  Monitor room temperature.

4.  May need to shift some employees to labor pool.

	5.      Room 

or

Hood Exhaust


	N/A
	
	
	
	

	6.      Water

Delivery


	1.  Water required for some tests.

2.  Hand washing critical

3.  Toilets would not function
	Safety Office

Engineering Service
	1. Carboys are available but not routinely used. They could be filled if advanced notice is given or water is available in research.
2. Use antibacterial hand cleanser.
	SRL chief to determine extent and expected duration of outage.


	1.  Inform staff to minimize water usage.

2.  Call command center and provide status of operations.

3.  Make arrangements for staff to use bathrooms elsewhere, if available.

	7.     Water

Conditioning

Or

Drinkability
	1. Minimal impact expect for drinking water.
	Supply Officer

Engineering Service
	If emergency power is available and water is available, we may use reagent grade water from our water purification system.
	SRL chief to determine extent of problem and expected duration.
	

	8.     Waste

Stream

(Sanitary, Solid, Liquid, &

Biohazard)


	1.  Unable to dispose of biohazard waste

2.  Unable to flush toilets.
	Safety Office
	
	SRL chief to determine extent of problem and expected duration.
	1.  Contact environmental management for assistance with disposal

2.  Check on availability of rest rooms in another area.

	9.     Critical 

Supplies


	Unable to perform some tests if supplies not available.
	SRL Supervisor

Chief, Purchasing

Chief, Fiscal
	1.  Stock enough supplies to cover at least 2 weeks.

2.  May require additional funding because of end-of-quarter shortages.
	SRL chief to evaluate the situation and determine which assays can be performed.
	1.  Check with main lab and other area labs to see if they can help.

2.  Notify clients if tests cannot be done.

	10.  Communi-

cations (Telephone, Radio, Intercom, 

Nurse Call; etc.)
	Loss of phones will impede the SRL’s ability to communicate with client labs.
Would need to use landline phone for communication as other phone service is operated through Internet.
	Chief of IM
	Landline located in blood bank above bench 20 and 21
	SRL chief to determine extent and projected length of outage and alternatives plans such as VISTA, mobile phones, and Microsoft Outlook.
	1.  Continue to perform testing.

2.  Use alternative communications, as possible, with clients.

	11.  VISTA &

Other Computer Applications


	1.  An interruption in VISTA operations would interrupt order entry and results reporting.
2.  Would need to use landline phone for communication.  All other phones are dependent on internet connection.
	IM

Lab ADPAC
	Establish backup system for accessioning specimens.
	Lab ADPAC to determine extent and projected length of failure.
	1.  Continue to perform assays

2.  Manually accession specimens if downtime expected to be >24 hours.

3.  FAX results to clients if downtime >24 hours.

4.  Upon restoration of VISTA, accession specimens and enter results.

	12.   Alarms

 (Fire, Code Blue, Security, Medical Gases, Nurse Call, Refrigeration; etc.)
	Fire alarms needed to alert staff of a fire.
	Chief, Security
	Alert staff that alarm system is down.
	1.  Chief, Security to alert staff that alarm is down.

2.  Staff to respond as trained if fire situation occurs.
	

	13.  Elevators 

& Other Vertical Transport
	N/A.
	
	
	
	

	14. Transport

Systems

(Robotic, Pneumatic Tube, Tracked Vehicle; etc.)
	N/A
	
	
	
	

	15.   Central

Medical Gases (Oxygen, Medical Air, Vacuum)


	N/A
	
	
	
	


FUNCTIONAL UNIT:  P&LMS: Physical Security, Biological/Chemical Agent




DATE:  October 16, 2018
FUNCTIONAL UNIT MANAGER:  Clinical Microbiologist, P&LMS Safety Officer, Section Supervisors

	Mission

Critical System
	Potential

Problems
	Contact for Assistance in Preparing for Potential Problems
	Preparations to Make to Minimize Potential Problems
	Assess the Situation For:
	Action

Required

	HHS Select

Agents
	Unauthorized Use
	VACO

CDC

USDA

Police & Security Service
	1.  Currently, no agents are being used.

2.   Identification of any select agent or toxin will require reporting to CDC on APHIS/CDC form 4 to the proper authority (CDC/USDA) and meeting all requirements of laws governing their use and destruction, including the Patriot Act of 2002.
	Continuously monitor Microbiology section for possession of HHS Select Agents.
	1.  Notify proper authorities.

2.  Maintain proper security of laboratory.

	  USDA-HHS Overlap Agents
	Unauthorized Use
	VACO

CDC

USDA

Police & Security Service
	1.   Currently, no agents are being used.

2.   Identification of any select agent or toxin will require reporting to CDC on APHIS/CDC form 4 to the proper authority (CDC/USDA) and meeting all requirements of laws governing their use and destruction, including the Patriot Act of 2002.
	Continuously monitor Microbiology section for possession of HHS Select Agents.
	1.  Notify proper authorities.

2.  Maintain proper security of laboratory

	High Consequence Livestock Pathogens and Toxins
	Unauthorized Use
	VACO

CDC

USDA

Police & Security Service
	1.   Currently, no agents are being used.

2.   Identification of any select agent or toxin will require reporting to CDC on APHIS/CDC form 4 to the proper authority (CDC/USDA) and meeting all requirements of laws governing their use and destruction, including the Patriot Act of 2002.
	Continuously monitor Microbiology section for possession of HHS Select Agents.
	1.  Notify proper authorities.

2.  Maintain proper security of laboratory


	Mission

Critical System
	Potential

Problems
	Contact for Assistance in Preparing for Potential Problems
	Preparations to Make to Minimize Potential Problems
	Assess the Situation For:
	Action

Required

	 Biological  or Chemical Agents
	Unauthorized Use
	VACO

CDC

USDA

Police & Security Service
	1.   Currently, no agents are being used.

2.   Identification of any select agent or toxin will require reporting on CDC form 0.1318 to the proper authority (CDC/USDA) and meeting all requirements of laws governing their use and destruction, including the Patriot Act of 2002.
	Continuously monitor laboratory for possession of HHS Select Agents.
	1.  Notify proper authorities.

2.  Maintain proper security of laboratory

	 Non-Federal entities request for information on CDA, USDA, or VA biological or chemical agents
	Use of information to be used to develop weapons of mass destruction
	Chief, Police & Security  Service
	1.
Any request for literature that refers to biological or chemical agent and discusses their use as weapons of mass destruction in any way or techniques to improve their delivery or effectiveness will be immediately forwarded to the Chief, Police & Security Service.

	
	1. Policy needs to be reinforced to all P&LMS personnel during annual Safety Review.


	Physical Security of Laboratory
	Unauthorized Access to Laboratory
	Chief, Police & Security Service


	Laboratory is staffed 24 hours/day, 7days/week.  Only authorized personnel with proper ID (VA, UK, and Sales Reps) are permitted in the laboratory.  All entrances have numeric keypad locks that are code activated.  All doors remain locked with the exception of the entrance nearest the service elevator.  At 6pm, this door is also locked and entrance is gained via an intercom and remote unlocking system.  Personnel requesting access must identify themselves via the intercom
	 1.  Ensure that all doors to the laboratory are locked at the designated time.

2.  Employees on duty monitor personnel entering the laboratory other than P&LMS employees.

	Notify Police & Security Service if any suspicious unauthorized personnel enter the laboratory.  .  Select agents identified must be kept in a locked space when not in use.  Agents will be destroyed within seven (7) days of identification or transferred to a registered entity.


Training Completion Certificate  

By entering my signature below I confirm that I have read, understand, and accept the policy and procedure requirements detailed in the “Pathology and Laboratory Medicine Service Contingency Plan”
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