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CODE SILVER
ARMED INTRUDER / ACTIVE SHOOTER RESPONSE PLAN
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I.
PURPOSE:
The purpose of this document is to provide guidance for employees of Doctors Hospital at White Rock Lake when confronted with an armed intruder/active shooter.  It is the responsibility of every employee to be aware of the potential for armed intruders and to be knowledgeable in the basic principles of armed intruder and active shooter response.
II. DEFINITIONS:
1. Active Shooter:  An Active Shooter is an individual actively engaged in killing or attempting to kill people in a confined and populated area; in most cases, active shooters use firearms(s) and there is no pattern or method to their selection of victims (Department of Homeland Security definition). 
2. Armed Intruder: A person that enters the facility unwarranted and carrying weapons that can be used to cause bodily harm (e.g. firearm, knife, etc.) to unsuspecting bystanders.

III.
INTRODUCTION AND STIPULATIONS:
1. The response to an armed intruder/active shooter is difficult to plan for because the armed intruder/active shooter is volatile.  However, a basic plan must be implemented to best protect patients, visitors, contractors, and employees.  Individuals must be prepared both mentally and physically able to deal with an armed intruder situation.
2. Typically, the immediate deployment of law enforcement is required to stop the shooting and mitigate harm to victims. Armed intruder situations often last for approximately 10 to 15 minutes, depending on the response time of local law enforcement.  

3. If an armed intruder enters the building, the first response should be to protect as many patients, visitors and staff as possible.
4. Armed intruder events can involve more than one shooter/intruder.

5. Armed intruder situations are unpredictable and evolve quickly.  In an active shooter event time is of the essence.  Difficult decisions will need to be made and acted on quickly.
6. Create the best response possible that most limits the harm inflicted on yourself and those around you.
7. An armed intruder situation differs from a hostage situation as an armed intruder situation generally involves the person(s) roaming the facility inflicting harm.  A hostage situation generally involves holding one or more people against their will and the area involved is well defined.
8. Code Silver will be used to notify employees of an armed intruder, an active shooter, or a hostage situation.
9. This emergency plan cannot cover every possible situation that could occur but considered a guideline.
IV. 
GENERAL INFORMATION:
A.
Warning Signs of a Potential Armed Intruder
Depending on the event, there may be warning signs or indicators of an armed intruder prior to the actual event.  Following are indicators of potential violence as identified by the Department of Homeland Security:

· Increased use of alcohol and/or illegal drugs.

· Unexplained increase in absenteeism; vague physical complaints.

· Noticeable decrease in attention to appearance and hygiene.

· Depression / withdrawal.

· Resistance and overreaction to changes in policy and procedures.

· Repeated violations of company policies.

· Increased severe mood swings.

· Noticeably unstable, emotional responses.

· Explosive outbursts of anger or rage without provocation.

· Suicidal; comments about “putting things in order”.

· Behavior which is suspect of paranoia, (“everybody is against me”).

· Increasingly talks of problems at home.

· Escalation of domestic problems into the workplace; talk of severe financial problems.

· Talk of previous incidents of violence.

· Empathy with individuals committing violence.

· Increase in unsolicited comments about firearms, other dangerous weapons and violent crimes.

Any employee, volunteer or contractor that believes they may have encountered a potential armed intruder should report their suspicions immediately to the supervisor on duty and Security.

All hospital employees, volunteers and contractors must be continually vigilant and report all potential and suspected risks of violence.  

B.
Law Enforcement Response  

The primary objective of law enforcement is to neutralize the armed intruder and secure the area of violence.  Law enforcement’s response will vary depending on the situation; however, based upon information given from local law enforcement, the following can be expected from responding police officers:
· Officers will proceed immediately to the area in which the shots were last heard; their purpose is to stop the shooting as quickly as possible. They may ask several times where the shooter(s) is located. They need to know so they can stop the actions of the shooter(s).
· They will work in teams and will not proceed alone.

· Police Officers will not always be wearing patrol uniforms. Off-duty police officers in plain clothes may respond first; police officers may be wearing bullet proof vests, Kevlar helmets and other tactical gear; police officers may be armed with a variety of weapons and equipment.

· The first police officers on scene will not stop and assist the wounded; rescue teams composed of other officers and emergency medical personnel will follow the first officers into secured areas to treat and remove injured persons once the area is considered safe.

· Staff must remain calm, follow instructions, and not obstruct the progress of law enforcement.

· When evacuating, nothing that remotely resembles a weapon should be carried and hands should be visible at all times. 
· Once in a safe and secure location, all staff must remain on scene. The entire area is a crime scene and witnesses must give necessary information about the event to law enforcement investigators.
· Police Officers will complete secondary searches and control zones as the secondary searches are completed.

C.
Do’s and Don’ts during an Armed Intruder Event

DO:

· Remain calm.

· Remaining calm will help others around you stay calm.

· Talk quietly
· Talking quietly will not attract undue attention to you or those in your area.

· Move quickly and deliberately away from the area of the shooter/gunshots.

· Movement should only be made if necessary.

· Direct movement should be made to the desired location. 
· Evacuate the area, if possible, without being seen by the intruder.

· Stay out of open areas.
· Open areas increase your risk of injury.

· Reassure visitors and patients that the situation is under control.

· It is the employee’s duty to provide assistance/guidance to patients, visitors and other non-employees.
· Become invisible.

· Active shooter situations are typically over in 10 to 15 minutes.  The longer an individual can last undiscovered, the greater their chances of survival without harm.
DO NOT:

· Panic.

· Panic is contagious and only creates panic in others.
· Yell or make loud noises.

· Loud noises can draw the attention of the armed intruder to you or to those in your area.

· Respond to the area of the active shooter incident.

· Respond to a fire alarm unless you are personally aware of a fire.

· Use the fire alarm system for armed intruder notification.

· Fire alarms during an armed intruder event can cause unsuspecting bystanders to egress through an area occupied by an armed intruder.

· The fire alarm systems can also cause confusion during the armed intruder event.
· Use telephones except for emergency calls.

· Non-emergent calls can overwhelm the Security or Incident Command and delay response times.

· Use elevators.

· Elevators will be needed to transport victims.  
· Also, elevators do not offer an alternate escape route. An individual can egress the elevator directly into the area of the armed intruder.
D.
Information Dissemination Methods

Regardless of the media used to release information, all information must be approved for release by the Incident Commander.  Employees are not authorized to release information in any format unless explicitly approved by the CEO or designated representative.  Some basic methods for information dissemination during an armed intruder event may be, but are not limited to:

1.
P.A. System:

· Both coded and non-coded messages may be delivered to provide information to all building occupants.

2.
Face-to-face:

· May be used to deliver information to a specific group or person.
· May be used for extremely confidential message traffic.

· May be delivered verbally or written.

3. E-mail:
· May be used to update staff on information and status changes.

4.
Various:

· Display boards may be used to deliver information to all building occupants.

· Media releases may be viewed, but should not be taken as truth until verified.
V. INDIVIDUAL READINESS:
A.
Be Ready to Respond

· Be aware of your environment and any possible dangers.

· Be aware of the events happening around you (Situational Awareness).

· Know where your two nearest exits are in any facility.

· Understand how to respond.

· Be prepared to do what is necessary to survive.

B.
Recognize a Potential Armed Intruder

· A potential armed intruder can be anyone on the property carrying a blunt weapon, edge weapon or firearm with the intention to cause bodily harm to others.  

· Blunt weapons may include baseball bats, large sticks or any other item that could be used to batter an unsuspecting victim.

· Edge weapons may include knives, machetes, or swords.

· Firearms may include rifles, shotguns, or handguns.
C.
Respond to a Potential Armed Intruder
1. Staff members should not:

· Stop anyone

· Touch anyone

· Search anyone
2. Staff shall act as observers and report information Security via the operator as quickly as possible.  Note: The use of the panic alarms will alert Security of a threat, but they do not tell Security what that threat is.  Staff should always report potential armed intruders by phone or in person.
a. Staff shall report using “the 3 D’s”

· Description of the suspect(s) (e.g. race, gender, age, clothing, etc.)
· Direction (location & direction of travel)
· Don’t Delay

b.
Staff shall report as discreetly as possible and provide as much information as can be safely obtained. Other useful information is:

· Number of intruders

· When observed
· Weapon(s) observed

· Vehicle description (if involved)

· Your name & contact information

3. Staff may inconspicuously follow the potential armed intruder at a safe distance to obtain information on the threat.

4. Staff should notify their supervisor immediately.

VI.
INDIVIDUAL RESPONSE:
A.
Remember ADD (Avoid, Deny Access, Defend); ADD will increase your chances of survival without injury.

1. Avoid
a. Act quickly.

b. Do not respond to the location of the active shooter.
c. Ignore fire alarms unless you are aware of an active fire.
· If there is an active fire, exit as far away from the intruder as possible
d. Move away from the shooter(s) or the sounds of gunfire.

· Ensure pathway to safety is not in the line of fire
e. Warn others around you or others that may be heading into the danger zone.

f. Do not attempt to carry anything, keep your hands free.

g. Understand that you may not be able to help the injured as you flee to safety.

h. Look for an appropriate place for cover/protection, i.e. brick walls, retaining walls, large trees, parked cars or any other area that offers protection from a bullet.

i. Keep down and do not move until instructed to do so by the police.

j. Do not leave the hospital campus unless instructed to do so by the police.

· Police will need to interview all witnesses
· Additional staff support will be necessary after an armed intruder event
2.
Deny Access/Shelter in Place
a.
Act quickly.

b.
Clear the hallways of patients, visitors and staff.

c.
Protect the patients and visitors as much as possible.

d.
If in an area away from the threat, try to secure the entry points of the department/unit.

· Barricade fire doors with equipment, beds, etc.

e.
Go into the nearest occupied patient room and try to secure the room or hide.  If feasible, get more than one patient/visitor/staff into a room.

· Lock the door
· Use something as a door stop and wedge it between
the door bottom and the floor
· Place a large piece of equipment with locking wheels in front of the door; lock the wheels
· Barricade the door by stacking and interlocking all available tables, chairs, or other heavy items in front of doors to prevent them from opening
f. Seek protective cover; Try to place a shield between you, the patient and the door.
· Get down against a solid interior barricade such as a concrete or brick wall
· Turn the bed headboard toward (but not against) the door
· Use a desk, filing cabinet, etc. in office areas
· If you have no possible shields, stay as far away from the door as possible
g. Turn off lights.

h. Close window shades (if time permits).

i. Stay away from windows.

j. Get down as low as possible to minimize your profile.

k. Be quiet.

· Silence pagers and phones
· Do not answer the door
l. Attempts to rescue anyone outside the shelter should only be attempted if the attempt can be made without endangering anyone inside the secure area.

m. Stay in the secured area until:

· The all clear is announced or,
· You can safety evacuate the area, or
· You are contacted by a police officer, security officer or an emergency responder.
n.
Wait for law enforcement to assist you out of the building.

· Be sure of your rescuer as unfamiliar voices may be an active shooter(s) trying to lure you out of hiding
· Do not respond to voice commands until you can verify that they are being issued by a first responder
· Have police or security officers slide their ID under the door to prove their identity. Use caution when approaching the door
· Officers may use pepper spray or tear gas to control the situation.
n. Be prepared to be handcuffed and searched.  Follow directions, do not resist, this is for safety reasons.

· Officers may shout commands, and may push individuals to the ground for their safety
3.
Defend:

If confronted you have to make a personal decision how to react.  Options are:

a. Fight back – This is very dangerous and should be your last option. When the armed intruder is at close range and you cannot flee, your chance of survival is much greater if you try to incapacitate him/her.

· Use anything close by as a weapon (fire extinguisher, piece of a file cabinet, pen, letter opener, stapler, etc.)

· Attack while they are distracted
· Attack while they are coming through the door
b. Flee

· Run in a non-linear pattern. Shooters often have a more difficult time targeting an erratically moving object
· Use obstacles as shields when running
c. Spread out - don’t bunch up if there is room to spread out.

· Spreading out makes you less susceptible to becoming a target.

d. Follow directions but do not make eye contact.
e. Play dead among other victims.

4.
Evacuate:
Evacuate the area/facility, if possible, without being seen by the armed intruder. 
a.
Provide guidance to visitors and other non-employees.
b.
While inside the facility, keep two exits in sight to provide options for exiting the building.
c.
If possible, check to see if others need help evacuating.

· Do not call out to locate others
d.
Evacuate quickly and quietly away from the area of the armed intruder/ gunshots.
e.
Stay out of the armed intruder’s view.
f.
Stay out of open areas.
g.
Avoid windows in hallways.
h.
Once outside:

i.
Go to a safe location out of view by the armed intruder.
ii.
Take routes along the building, away from windows and doors.
iii.
Move quickly.

iv.
Do not run/walk in a straight line.

v.
Place landscaping, structures, or vehicles between you and the area being evacuated.

vi.
Turn corners quickly and move at angles away from the building.
vii.
Follow police/security instructions.

· Keep hands empty, visible and raised
· Be prepared to be treated as a suspect until you are determined not to be a threat
viii. Report to the police the last known location of the armed intruder.

ix.
Managers and Supervisors at the evacuation site.
· Account for your personnel
VII.
INSTRUCTIONS TO SECURITY:
A. Upon notification, the Security will notify key personnel.

1. Record the information relayed by the individual calling. Gather the following information from the individual reporting the armed intruder:

a.
Name of the person reporting the armed intruder

b.
Call-back number if received by phone
c.
Pertinent information
2. Notify all on-duty Security Officers of the location and description of the armed intruder via the 2-way radio.
3. Notify the Police via 911 services by the direct phone line and provide:

a.
The hospital street address: 

b.
Pertinent information about the event

           4. During normal business hours (8:00 AM – 5:00 PM) contact Administration.
4. After Hours (Before 0800 and after 1700) and on Weekends (Saturday and Sunday) notify the House Supervisor. The House Supervisor will notify the Administrator on-call.
5. Notify the Safety Officer.
6. Safety Officer and Facilities consider deactivating the fire doors in the access system to close the fire doors held open by a magnetic device.

7. Administration work with Law Enforcement regarding any Incident Command Center.
B.
Documentation:

1. Security should keep log notes of the timeline and details from calls or witness statements.
2. Security complete an Incident Report.  


DO NOT release information to persons other than those listed below:

· Chief Executive Officer 
· Chief Operating Officer
· Administrative Supervisor (6789)
· Administrator on-call (AOC)
· Safety Officer
VIII.
RECOVERY OPERATIONS

After the active shooter has been incapacitated and is no longer a threat, the goal is to normalize the environment as quickly as possible.  Post event response operations will continue for an extended period of time.  Areas where violence occurred will likely be considered a crime scene and be secured.  However, post-event assessments and activities must begin and should include:

A.
Account for all individuals, present, missing and potentially injured.

A. Supervisors must account for all employees.

B. Staff or Shift Managers must account for all patients.

C. All attempts should be made to account for visitors.
A. Communication to patients and visitors.

1.
The delivery of a coordinated message is essential.  The following should be communicate with patients and visitors:

“The hospital is currently operating under Code Silver. We have policies and procedures in place to ensure the safety and security of our patients, visitors, and staff during an armed intruder/active shooter event. Your safety and security as well as those we care for is very important to us. We will continue to care for patients and maintain normal operations under Code Silver. We will continue to provide additional information as it becomes available.” 
Please remember that any media request or inquires need to be directed by Administration or the CEO.
C.
Station someone at the telephone in your area to receive incoming instructions.  Important information may need to be passed to those in your area.

D.
Remove items blocking doors and corridors to ensure free and unobstructed access for emergency personnel.

E.
Ensure all information relayed from Incident Command is disseminated to staff.

F. Identify and fill any critical personnel or operational gaps left in the organization as a result of the armed intruder.

G. Assess the physical and psychological state of individuals at the scene.  

IX.
CONSIDERATIONS FOR INCIDENT COMMAND OPERATIONS
A. The Administrator-on-call, or their designee, shall immediately establish the Incident Command Center in the Administration Board Room.  From the Incident Command Center, they will monitor the scene by reports received from Security and any other eye witness accounts. Incident Command areas of focus should be:

1.
Determining and directing necessary levels of security for continued operations.

2.
Assist with accounting for and determining the status of all individuals functional, missing, and/or injured.

3.
Determining a method of communication and a schedule for communicating with occupants.

4.
Determining a method for notifying families of individuals affected by the armed intruder, including notification of casualties.

5.
Determining a method of communication with the community/media.

6.
Assessing the psychological state of individuals at the scene and providing on-going mental health sessions for occupants.
7.
Identifying and filling critical personnel or operational gaps left as a result of the armed intruder event.

8.
Determining and implementing a go-forward strategy.

B.
Incident Commander

1.
Ensure no one responds to the area of the armed intruder until approval is obtained from the emergency responders.
2.
Assign job positions as needed.

3.
Work with law enforcement to establish a unified command structure.

4.
Determine level of security needed to:

a.
Contain the crime scene.

b.
Verify safety & security for occupants.
c.
Address media penetration attempts.
5.
Issue instructions for staff on:

a.
Continued operations.

b.
The evacuation of patients, if necessary.
6.
Promulgate reports to all departments on status of the event so that patient care operations are not impacted.
7.
Meet with the Command staff as needed to evaluate progress and impact of the incident.

B. Liaison Officer
1. Communicate the Code Silver status to corporate representatives.
2. Request assistance from other hospitals and agencies, if needed.

3. Communicate with other hospitals if services need to be diverted.
4.
Meet and escort emergency responders to the Incident Command Center.

5.
Work with other agency liaisons.
D.
Safety Officer

1.
Evaluate need for evacuation.

2.
Recommend safe areas for evacuation.

3.
Oversee stabilization of the facility.

4.
Maintain communications with Security or Incident Command and oversee facility lockdown & on-going security operations.

5.
Monitor the condition of the facility and notify the Incident Commander of any immediate threats to life or death.

6.
Monitor activities to ensure safety & security.

E.
Public Information Officer (PIO)
1.
Establish an information system.
2.
Establish a media log to:


a.
Monitor media information and misinformation


b.
Monitor questions and create answers for PIO brief.


c.
Develop staff communication regarding media information and misinformation.
3.
Communicate as needed with:


a.
The public.

b.
The news media.

c.
Staff, patient, and visitor briefings.
4.
Establish rapport with media and monitor media area to ensure media remain in designated areas.

5.
Oversee patient family notifications of incident and evacuation/relocations, if ordered.

F.
Planning Section Chief
1.
Account for employees.

2.
Track patients.

3.
Receive patient census sheets from patient care units.

4.
Account for on-duty personnel and their locations.

5.
Determine the staffing needs for on-going operations.

6.
Establish operational periods and objectives.
7.
Plan for demobilization.

H.
Logistics Section Chief
1.
Establish communications


a.
First choice is the normal telephone system.

2.
Assess the county bed availability as needed.

3.
Establish employee staging area to support Operation Section needs.

4.
Prepare for transportation of evacuated patients.


a.
Arrange for ambulances.

5.
Monitor condition of injured employees.

6.
Provide for food and water for staff and patients.

I.
Operations Section Chief
1.
Determine which of the following structural positions needs to be filled and appoint personnel.  Note: All the following actions may be performed by the Operations Section Chief.

Establish and maintain a labor pool.

Assign labor pool staff duties as needed.

Dispatch employees as requested to areas where an urgent need arises.

2.
Medical Care Branch

                           Ensure continued medical care to patients.
                           Follow-up on injured patients and employees.

                           Ensure patient records, belongings, and medications follow evacuated 
                           patients (if applicable).

3.
Infrastructure Branch

                           Evaluate need for evacuation.

                Initiate facility clean-up and repairs.

                Maintain facility operations.

4.
Security Branch Director

     Establish a safe area for evacuation destination at least 300 feet from the building and out of sight of the armed intruder (if applicable).

· Safe areas should be out of sight of the threat and accessible to the building.
· Appoint someone in safe areas, near the building, to direct travel to safe areas.

     Meet with the responding law enforcement officials.

· Provide them with as much information as possible.
· Brief law enforcement on the specifics of the event.

· Work with the responding local emergency personnel.
· Restrict access to the grounds.
· Do not allow access to the facility, except by emergency responders.
· Assist with evacuation, if ordered by the Incident Commander (if applicable).

· Supervise Evacuation Process.
· Evacuate non-essential personnel and visitors to safe areas.

Supervise all security operations.
· Maintain facility lockdown.

· Restrict access as directed by IC.

· Maintain front drive access/restrictions.

· Maintain ER ramp access/restrictions.

· Update Safety Officer every 30 minutes on security status.

In an event in which an employee or patient has been injured or evacuated, or there has been significant damage to equipment or building, notify the Safety Officer/Risk Manager.

Other Senior Leadership, Directors, Managers and Supervisors shall remain in their respective areas and await any instructions from the Incident Command Center.
XI. ALTERNATE STAFFING ASSIGNMENTS

A.
Alternate staffing assignments must be made to accommodate for the armed intruder event recovery operations.  As a result, the following departments will immediately report to the manpower pool to assist with recovery operations:

· Biomed – 1 technician to remain assigned to the department to handle critical medical equipment requests for service.

· IT/IS – 1 technician to remain assigned to the department to handle critical network/computer requests for service.
· Fiscal Services.
· Purchasing department.

SECURITY:  KEY PERSONNEL NOTIFICATION CHECKLIST
CODE SILVER   Do not overhead page
Time of Code (start) 




Date of Code (start) 




Time of Code (stop) 




Date of Code (stop) 




	DEPARTMENT / FUNCTION
	NOTIFIED
	

	
	YES
	NO
	TIME

	1. Determine the exact nature and location of the armed intruder:
                   Name of Caller: _____________________________________
                   Phone # of Caller: ___________________________________
                   Number of intruders: ________________________________

                   Location of Intruder(s): ______________________________

                   When observed: _____________________________________
                   Weapon(s) observed: _________________________________
                   Vehicle description (if involved): _______________________
                    ___________________________________________________


	
	
	

	2.  Deactivate the fire doors in the access system
	
	
	

	3.  Security Officers (via 2-way radio)
	
	
	

	4.  Hospital Personnel (via overhead page)
	
	
	

	5.  Police – 911 (via direct line)
	
	
	

	6.  Normal Business Hours (8:00 AM – 5:00 PM)

           Administration -- 

           Facility Services  – 
	
	
	

	
	
	
	

	
	
	
	

	7.  After Hours and Weekends

           House Supervisor 
           Administrator on-call 
	
	
	

	
	
	
	

	
	
	
	

	8.  Safety & Security Supervisor (if not on campus) 
	
	
	

	9.  Safety & Security Director (if not on campus)
	
	
	

	10. Facilities Administrator (if not on campus)
	
	
	


Details Known 





































Other Information Known:

Checklist Complete 



     
Officer 
_______________________
 
Time _____________
15
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