HIPAA PRIVACY


The Health Insurance Portability and Accountability Act (HIPAA) is a law passed by Congress in August 21, 1996.  Its aim was to reduce health care costs by requiring use of electronic data interchange (EDI) for routine health care transactions such as insurance and billing transactions and to protect the security and privacy of the medical records used in these EDI transactions.


The Privacy Rule was issued to comply with a requirement of HIPAA to adopt privacy standards appropriate for the protection of individually identifiable healthcare information. HIPAA uses the term “Protected Health Information” (PHI) for individually identifiable health information.  The Privacy Rule addresses the use and disclosure of individuals’ health information (“protected health information (PHI)”) by organizations that are subject to the Privacy rule (covered entities).  The Privacy Rule also sets standards for individuals’ privacy rights to understand and to control how their health information is used.  The Privacy Rule strikes a balance that permits important uses of information to promote high quality health care while protecting the privacy of people requiring health care. The Privacy Rule was finalized in August 2002.

Who must comply with the Privacy Rule

Organizations that create, receive and collect PHI are known as “covered entities”.  These include:

· Health Plans – provide or pay the cost of medical care

· Health Care Providers – includes every health care provider such as institutional (hospitals, clinics, etc) and providers as defined by Medicare (physicians, dentists, etc) and any organization that furnishes bills or is paid for health care regardless of size 

· Health Care Clearinghouses – entities that process nonstandard information they receive from another entity into a standard format or vice versa. These include billing services, health management information systems, etc.

A Business Associate is a person or organization that performs functions or activities on behalf of, or provides services to, a covered entity that involves the use or disclosure of PHI.  When a covered entity uses a contractor or other non-workforce member to perform services or activities that involve PHI, the Privacy Rule requires that there be a “business associate agreement” requiring compliance with the Privacy Rule.

What is Protected Health Information (PHI)

Protected Health Information (PHI) is “individually identifiable health information”.

PHI includes verbal or recorded information maintained or transmitted in any form or medium.  It includes many common identifiers such as name, address, date of birth, telephone numbers, Social Security number, photographs, etc. Information is considered “individually identifiable health information” if there is a reasonable basis to believe that it can be used to identify an individual.  PHI is shared to facilitate treatment (care of the patient), payment and health care operations.

Laboratory results are considered PHI.  This information is privileged and confidential regardless of format:  electronic, written, faxed, verbal or observed.  

There are no restrictions on the use or disclosure of de-identified health information.   De-identified health information does not provide a reasonable basis to identify an individual. 

General Principle for Uses and Disclosures

A major purpose of the Privacy Rule is to define and limit the circumstances in which PHI may be used or disclosed by covered entities. PHI may only be used or disclosed either as the Privacy Rule permits or as authorized by an individual in writing

Permitted Uses or Disclosures

The Privacy Rule permits covered entities to use or disclose PHI with certain limits and protections for treatment, payment and health care operations activities (45 CFR 164.506).   Treatment, payment and health care operations are defined in the Privacy Rule at 45 CFR 164.501 as follows:

· Treatment generally means the provision, coordination, or management of health care and related services among health care providers or by a health care provider with a third party, consultation between health care providers regarding a patient, or the referral of a patient from one health care provider to another.

· Payment encompasses the various activities of health care providers to obtain payment or be reimbursed for their services and of a health plan to obtain premiums, to fulfill their coverage responsibilities and provide benefits under the plan and to obtain or provide reimbursement for the provision of health care.

· Health Care Operations are certain administrative, financial, legal and quality improvement activities of a covered entity that are necessary to run its business and to support the core functions of treatment and payment. These activity include:

· Quality assessment and improvement activities

· Competency assurance activities

· Conducting or arranging for medical reviews, audits or legal services

· Business planning and development such as cost analyses

· Business management and administration activities

Disclosures are permitted to all levels of government for health oversight such as mandatory reporting of infectious disease and for law enforcement and national security purposes.

If the use of disclosure of PHI is for treatment, payment, or health care operations, then written permission from the individual is not required. 

Authorized Uses and Disclosures

If the use or disclosure of PHI is not for treatment, payment or health care operations or otherwise permitted or required by the Privacy Rule, then a covered entity must obtain an individual’s written authorization.  Examples of disclosures that would require authorization include disclosures to employers of results of a pre-employment lab test, disclosures to a life insurer for coverage purposes, etc. 

The written authorization must be in plain language and must include the following elements:

· The purpose of use or disclosure

· Specific person or entity to which disclosure is to be made

· Expiration date or event 

· Signature and date

· Explanation of how to revoke the authorization

Incidental Use and Disclosure

The Privacy Rule does not require that every risk of an incidental use or disclosure of PHI be eliminated. An incidental use or disclosure is permitted as long as the covered entity has adopted reasonable safeguards and the information being shared was limited to “minimum necessary”.

Disclosure of PHI: The Minimum Necessary Rule

A reasonable effort must be made to use, disclose and request only the minimum amount of PHI needed to accomplish the intended legitimate purpose of the use, disclosure or request.  The exceptions to this are: 

· Disclosure to a provider for treatment

· Release authorized by the individual

· Disclosure to comply with HIPAA requirements (i.e. Office of Inspector General (OIG))

· Disclosure required by law (i.e. to law enforcement)

Reasonable Safeguards

A covered entity must maintain reasonable and appropriate administrative, technical and physical safeguards to protect against uses or disclosures not permitted by the Privacy Rule, as well as those that limit incidental uses or disclosures of PHI (45 CFR 164.530).  These safeguards help ensure the integrity and confidentiality of information.  No distinction is made between data moving externally and internally within an organization.  

Reasonable safeguards will vary from covered entity to covered entity depending on various factors such as size and nature of the business.  Reasonable safeguards to keep PHI secure include: 

· Computer security – highly effective passwords, access levels assigned on specific roles of employees (“need to know” basis), etc

· Physical security – locked doors, accompanying visitors, etc

· Communication security - avoid discussions in public areas using patients’ names and test results, only access information on a “Need to Know” basis

· Procedural security – shredding of documents containing PHI, double-checking phone numbers when faxing documents containing PHI.

What is required of a “Covered Entity”

· Privacy Policies and Procedures – a covered entity must develop and implement written privacy policies and procedures to ensure confidentiality of PHI.  NPL has policies in place including a “Confidentiality Policy” and every employee has signed a “Confidentiality Agreement”.   NPL allows access to PHI only as it relates to the performance of one’s duties and responsibilities.

· Privacy Personnel – a covered entity must designate a privacy official responsible for developing and implementing its privacy polices and procedures.  The Privacy Officer for NPL is Ann Oie.  This person would be the contact person to receive complaints and to provide individuals with information on a covered entity’s privacy practices. 

· Workforce Training and Management – a covered entity must provide training to employees on privacy policies and procedures.  There must be appropriate sanctions if the privacy policies or procedures are violated.

· Mitigation – a covered entity must mitigate any harmful effect it learns was caused by use or disclosure of PHI by its employees in violation of its policies and procedures

· Data Safeguards – covered entities must maintain reasonable and appropriate administrative, technical and physical safeguards to prevent unintentional use or disclosures of PHI.  These safeguards help ensure the integrity and confidentiality of information.  Some data safeguards include highly effective passwords, locked doors, etc. 

· Complaints – there must be procedures in place for individuals to complain about a covered entities’ compliance with its privacy policies and procedures.  NPL has a procedure for reporting violations (“Resources for Reporting Violations”). One of the major components of this procedure is the NPL Compliance Hotline (530-5750).  A report of a privacy (confidentiality) breach will be investigated thru audits and interviews.

· Retaliation and Waiver – a covered entity may not retaliate against a person for exercising their rights provided by the Privacy Rule or for opposing an act or practice that a person believes violates the Privacy Rule,

· Documentation and Record Retention – Privacy policies and procedures, privacy notices, disposition of complaints and other activities that the Privacy Rule requires to be documented must be maintained until six (6) years after the later of the date of their creation or last effective date. 

Individual Rights

Individuals have the following rights:

· Right to a written notice of privacy practices from providers and health plans.  These notices must contain certain elements:

· Description of how the covered entity may use or disclose PHI

· Description of the covered entity’s duties to protect privacy, to provide a notice of privacy practices and to abide by the terms of the notice.

· Description of the individual’s rights including the right to complain

· Inclusion of a point of contact for further information and for making complaints

· This notice must be supplied to anyone upon request and it must be available on any web site the covered entity maintains for customer service information.

· Right to review and obtain a copy of their PHI from a covered entity.

· Right to have a covered entity amend the PHI when that information is inaccurate or incomplete. 

· Right to an accounting of the disclosures of PHI made by a covered entity.  The maximum disclosure accounting period is six (6) years immediately preceding the accounting request.  Disclosures for treatment, payment or health care operations do not need to be included in any accountings to an individual.  

· Right to request that use or disclosure of PHI be restricted for treatment, payment or health care operations only.

· Right to request an alternative means or location for receiving communications of PHI other than those typically employed.  For example, a patient may want the report to be mailed instead of printed via an automated system. Covered entities must accommodate reasonable requests.
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