ELECTRONIC AND SOCIAL MEDIA

Document Number:  HR-157.002

PURPOSE:

To provide guidelines for the use of personal or company cell phones, electronic and social media and any other communication/data devices by employees in the workplace.  This policy applies, without limitation, to the use of internet: e-mail, instant messaging, and text messaging: mobile devices including laptop computers, net books, cell phones and “smart” phones, personal digital assistants (PDAs), personal weblogs (Blogs); and social networking such as MySpace, Facebook, Twitter, Linked In, and the like. 

Any cell phones or other communication/data devices supplied by the company to an individual of the company remain company property and are subject to the policies set forth below.

POLICY:

All Internet or electronic media use during work hours should be job, education or patient related only.  This policy is applicable at all work sites.
Employees should refrain from personal phone calls/texting and using personal cell phones/electronic media/communication devices during work hours.  If a call must be taken:

· The employee should excuse themselves and retreat to a private area.  

· Personal use should not interfere with work performance, productivity of self or others.  

Employees may use such devices during breaks/lunch and before or after work in a private space away from work areas where confidential information is not available. 
If a personal cell phone must be carried, it should be on silent or vibrate mode during meetings, educational programs and at the work area.  

Employees should pay extra attention to safeguarding patient confidentiality when any cell phone/electronic communication/data device is used. All NPL policies on confidential patient, employee or business information are applicable with the use of electronic and social media.

NPL employees on paid work time, at any health care facility, are strictly prohibited from the following activity:

-use of smart speakers

Strictly prohibited activity while in the work area includes (but is not limited to):

 -use of any social networking sites  

- use of headphones, Bluetooth devices and the like, for personal reasons

 -use of cell phones/electronic communication devices to record or take still or video pictures or recordings in the work environment

-purchasing items or services on the internet for personal use

-Inappropriate conduct:  This may include (but is not limited to):

· Activities that could cause congestion and disruption of networks and systems

· Transmission of confidential or proprietary information to unauthorized recipients without prior administrative approval.

· Transmission of information related to a lawsuit or investigation.

· Disclosure of any activity that could adversely affect NPL, its officers, employees or agents.

· Attempting to read, delete, copy or modify the electronic mail or other protected files of another individual.

· Setting up any NPL hosted social media site without approval of administration.

· Utilizing the NPL logo or any other NPL materials in any posts without prior written consent has been received from administration.

· The NPL policy “Rules of Conduct and Work” further outlines proper standards of conduct.

Users should be careful about how they represent themselves, given that what they say or do could be interpreted as NPL opinion or policy.  Users should be aware that their conduct can reflect on the reputation of the organization and its employees and must use disclaimers to identify personal opinion when appropriate.

Due to the emerging nature of cell phones, electronic and social media and any other communication/data devices, policies are subject to change without notice.

Northern Plains Laboratory is not responsible for information gathered on the Internet.

Northern Plains Laboratory has the right to retrieve and review any and all electronic communications made by its employees during working hours and/or using NPL systems and /or to other NPL employees and clients.  Employees who wish to make “private” use of electronic media that cannot be viewed by NPL should do so during non-working hours and using their own personal equipment.  Even if made during non-working hours and on the employee’s personal equipment, if NPL determines the communications were made to employees or clients of NPL or that the communication could have an impact on NPL, NPL has the right to review them.

The policy applies equally to all employees and their visitors or clients.  Abuse of this policy should be reported to a supervisor or administration.

Violations of this policy will be handled as per the Disciplinary Action policy of NPL.  NPL reserves the right to revoke any privileges at any time for inappropriate conduct/failure to follow the established policies.
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