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PATIENT SAFETY

Caring for patients is one of the most satisfying and complex endeavors we can undertake. Our patients are fond of Winchester Hospital; they trust us in their most vulnerable moments and we are committed to honor that trust.

Our PROMISE is to treat patients with compassion and respect and do no harm. Below are 10 important safety goals that help ensure we keep that promise.

1. Identify Patients Correctly - The first goal is to make sure you have the CORRECT patient. Hospital policy requires patients to be identified two ways: name and birth date. Be sure the patient or his or her representative is actively involved in the process whenever possible. 

2. Improve Staff Communication - At Winchester Hospital, we take care of patients as a team. This requires clearly communicating information about patients to other team members to avoid unfortunate events. Critical test results will be communicated to the Practitioner responsible for the patient’s care within one hour of the test results being available from the testing department.

3. Use Medicines Safely - The Joint Commission’s National Patient Safety Goals focus on making sure patients always receive the correct medications. Label all medicines not already labeled including medicines in syringes, cups, basins. Take extra care with patients on anti-coagulants (medicines that thin their blood). Record and pass along correct information about a patient’s medicines. Make sure the patient knows which medicines to take when they are at home.
4.  Use alarms safely - Alarms are meant to alert staff to either take or prevent an action. Too many of them however may cause the important ones to inadvertently be missed. To prevent this: Ensure that alarms on medical equipment are effective by reducing unnecessary alarms and individualizing to the patient’s needs per policy.
5.  Prevent Infection - Wash your hands before, after and in between providing care or treatments. Use proven guidelines to prevent infections that are difficult to treat, in central lines, or from urinary catheter use. Use safe practices to treat the location of the body where surgery was performed.
8. Assess Patient Safety Risks - It is important to identify patients who are at risk of harming themselves or others. Is the patient showing hostility, agitation, profound sadness? Does the family think their loved one is acting differently?  If you are a clinician follow policy for seeking an evaluation of this behavior. If you are not a clinical person, let them know what you heard or saw that makes you think they may need help. 

9. Prevent Mistakes in Surgery - To prevent errors, even in minor procedures, when helping to schedule the procedure confirm all the elements: Correct person, procedure, location. This requires a review of all information with the patient when the procedure is scheduled, during pre-admission testing, and admission into the facility.

The location or part of the body (the site), because we have a left and right of many body parts, needs to be marked by the provider doing the procedure per policy. We use the TIME OUT right before making the first cut or incision; to be sure every team member pauses and verifies that the correct procedure is being performed on the correct patient and on the correct body part.
10. Code Pink/Infant Abduction – A baby or child is being abducted. Go to the closest exit and let no one out and report anything suspicious to Security.
11. Patient Rights – All staff have a responsibility to protect patient rights.
12. OAR – An Occurrence Assessment Report (OAR) should be submitted for any unusual event not consistent with desired patent care or hospital operations. 
EMPLOYEE SAFETY

Employee safety is a top priority and we want to do everything we can to ensure that you are not injured while working. Unfortunately, even with a focus on safety, accidents can occur. Falls, patient handling, and needlestick injuries typically account for half of all employee injuries. When an injury occurs complete an Occupational Injury/Illness Report and give it to your supervisor.
Falls 

Over 25% of all injuries are related to falls, mostly due to wet floors and walkways. Employees also trip on computer cords and fall on stairs. Ice and snow also contribute to hazardous conditions. To reduce the risk of a fall: 

· Clean all spills immediately, Mark spills and wet areas with signs.

· Use caution when exiting shuttle buses; be careful in parking lots when there is ice and snow.

· Remove obstacles and clutter from walkways Always close file cabinet or storage drawers.

· Keep computer cords neat and out of the way. 

· Keep working areas and walkways well lit.

· Wear proper footwear.

Patient Handling
These injuries generally occur while caring for patients and often cause strains and sprains to the back, neck, shoulders, knees, etc. As healthcare providers, we want to provide the best possible care to our patients, and in order to do so we need to maintain our own health and well being. Take care when lifting. Here is what you can do to make sure you do not experience a strain injury: 

.

Get assistance from a co-worker when boosting patients in bed. Never lift alone. Use assistive lifting devices such as overhead lifts, slide boards, etc.

Be cautious when ambulating patients who may become faint or light-headed or patients who have difficulty walking.

Use proper body mechanics and keep yourself in good physical condition with regular exercise and weight management. Never lift in an awkward position.
Needlestick (Sharps) Injuries
Injury from a used needle or other contaminated sharp items can lead to serious diseases such as Hepatitis B, Hepatitis C or HIV. When employees are injured, typically safety devices on needles were not completely locked or employees were distracted by other events occurring simultaneously. We want to avoid these injuries. OSHA requires staff to determine which safety devices to use and how to use them. The Sharps Safety Specialist reviews and brings for evaluation various products and requests trials when appropriate or new to the market. If a staff member is aware of a sharps safety product they would like evaluated for use at Winchester and in the Lahey Health System, contact the Value Analysis department in Supply Chain. Be alert and concentrate on the task. Have a sharps container nearby; within elbow reach on your dominant side (don’t reach over your body to dispose). Always look at while engaging the safety device on a needle after use. Never re-cap or reuse a used needle. Use Point-Lok needle tip guards when the needle does not have a safety guard. Gloves do not protect from a needlestick.
SECURITY

Security protects individuals and property against harm or loss. Examples of security risks include workplace violence, theft, infant abduction, and unrestricted access to high-risk areas of the hospital. Security incidents are caused by individuals from either outside or inside the organization. Winchester Hospital identifies security risks and takes actions to minimize or eliminate them and help ensure a safe and secure environment for our patients and staff but your help is invaluable.

Your Identification as an Employee - Proper staff identification is essential for payroll purposes and safety, particularly in security-sensitive areas such as maternal-child units. They also help patients know who is caring for them.
ID Badges - Employees, volunteers, and physicians are required to wear hospital-issued photo ID badges at all times. Contractors (e.g., construction workers) and clergy are to display hospital-issued generic contractors’ badges. There are no substitutes for a hospital-issued photo ID badge. Lab coats, scrubs, stethoscopes, other medical items, or lanyards without official IDs attached do not qualify as staff identification.

ID Badge Placement - An ID badge should be worn near the collarbone, but if this is not possible, wear it above waist level with the photograph facing outward. Do not place stickers or pins on the badge.

Question Those Without Badges - Do not assume that someone unfamiliar to you is authorized to be in your work area. Take the initiative to ask the person if you can help them, or if necessary, call Security to do this. 

Lost Badges - If you lose your ID badge, immediately obtain a replacement badge from the Staffing Office or Human Resources.

Safeguarding the Workplace from Violence

Employees should be aware that the potential for workplace violence exists, and know how to protect themselves. Violence against employees can happen in any department at any time and can come from: A patient, a patient’s family, a patient’s visitors, Co-workers (current and former), Relatives or acquaintances of co-workers and Intruders

Warning Signs 
Patients are more likely to become violent if there has been a prior history of aggression, or if they have been confused or agitated for more than a few days. Be vigilant if a patient shows new signs of poor impulse control or illogical thinking. Drug or alcohol intoxication is a risk factor for violence as is an extreme grief reaction. An assault episode is often preceded by repeated and increasingly dramatic behaviors such as making threats, showing anger quickly and out of proportion to the incident, or being overly suspicious.

Reacting to Violence

There is safety in numbers. Get help from others. Call ext. 3333 (or your emergency number if off-site) and state that you have a “security emergency.” Speak slowly and at a normal volume. Don’t cross your arms over your chest, point your finger, or assume a “superhero” pose. Don’t put yourself within striking distance. Don’t corner or touch the other person. Don’t attempt to restrain a person or take a weapon away. Look for your closest exit and position yourself so that nothing is in the way of it. If you believe the situation to be truly dangerous, your primary objective is to escape.

Post-incident Response

Because Winchester Hospital has a Zero Tolerance policy on violence, employees are required to notify their supervisors about any threats of violence, regardless of injury, severity, or location. For more information or help, call the Director of Security, at ext. 2543, or via pager (through the operator) if after hours or on the weekend. 

EMERGENCY MANAGEMENT

Emergency Alert Announcements - An Emergency Alert announcement means we have a disaster situation and you should follow your department’s emergency operation procedures. 
Management of a Disaster - Major disaster situations are managed using the Incident Command System from the Incident Command Center in the CC2 Conference Room. The incident commander is usually a senior administrative or medical staff leader or nursing supervisor, depending on the type of event and time of day. Remember that students and contract employees need to know your area’s emergency phone number, plan, and location of safety equipment.

Internal Emergencies - Internal emergencies are crises caused by problems within the organization: fires, hazardous chemical spills, radiation leaks, or loss of utilities.

External Emergencies - External emergencies are crises caused by major accidents affecting the community: terrorism, plane crashes, blizzards, riots, etc. 

FIRE SAFETY
When a fire occurs, think “RACE”:  

R = 
Rescue: Immediately remove any person threatened by fire or smoke.

A = 
Alarm: Pull the nearest fire alarm box and dial 3333 (the numbers for off-site locations are different), state “Code Red” or “we have a fire,” then give the location and a brief description of the fire. Don’t hang up before the Operator correctly repeats the information back to you. It is critical that you activate the nearest fire alarm pull station in the event of a fire or drill activity to ensure that the Fire Department is alerted as soon as possible after the identification of a fire condition.

C = 
Contain: At the main hospital campus, close all doors and windows throughout the facility. If the fire is in your unit or on the same floor as your unit, completely clear the corridors of equipment. If the fire is not on your floor, move any equipment in the corridor to one side. Keeping the corridors clear of equipment will allow for a safe and quick evacuation if necessary. Off-sites: evacuate while closing doors, and account for all persons in the area.

E = 
Extinguish/Evacuate: If there is no personal danger, attempt to extinguish the fire. If the fire is larger than the size of a trash can, or you do not have a clear escape route, leave the room and shut the door behind you. 

Reduce the risk of a fire:

Know where the fire exits are in your department. Never block fire exits. Keep access to fire alarm pull stations and fire extinguishers clear at all times. Reduce the amount of combustible materials in storage areas. Keep all equipment at least 18 inches from the head of the sprinklers. 

UTILITIES MANAGEMENT 

Utilities include electrical distribution, emergency power, elevators, heating, ventilation, air conditioning, plumbing, water, boilers/steam systems, medical gas and vacuum systems, and telephone and information systems.

Minor utility related problems are a regular part of the management of a large building. When reported promptly, most minor problems can be resolved before becoming major problems. To report a utilities problem, call the Service Response Center at ext. 2500; to report a computer problem, call the Help Desk at ext. 2647.

Essential Utilities

Any disruption of utilities in a healthcare setting could have dire consequences for patients and employees. Promptly report any utility problems, and know your department-specific emergency response plan. 

Loss of Power - In the event of a commercial power loss, the hospital’s emergency back-up generators will automatically start within seconds. Only electrical outlets with a red faceplate are connected to emergency power. Know where your flashlights and extra batteries are kept, and periodically check to verify an adequate supply of each.

Loss of Water - If the water supply is disrupted, tanker trucks will deliver water. Bottled water will be distributed. A fire watch will be instituted.

Elevators - Telephones inside elevators are connected to the Switchboard. These phones can be used in case of any type of elevator emergency

Overview of Utility Failures - The Emergency and Safety section of the Intranet Policy Library contains a helpful table listing various utility failures, what to expect, and who to contact. Necessary healthcare utilities include:

Computers, Medical vacuum, Steam, Water, Heating and ventilation, Air conditioning (includes negative pressure isolation rooms), Communication (telephones, nurse call, overhead, beepers, voice mail), Electrical power, Medical gases, Elevators, Pneumatic tubes, Sewer system, Natural gas and Fire alarm system.
Using a Power Failure Phone - To call a Code Red or other emergency using a power failure phone, dial 781-729-9000 to reach the Switchboard. (Ext. 3333 will not work if the hospital’s phone system is inoperable.) Numbers for the various power failure phones are attached to each phone. If you are calling another unit’s power failure phone and you get a busy signal, hang up and try again later (or use a cell phone, two-way radio, or messenger).

EQUIPMENT MANAGEMENT 

When you operate equipment: Always be sure you are trained in the operation of the equipment before use. If needed, speak with your supervisor or refer to the operator user manuals to insure you will know how to operate the equipment safely. Key staff may also be of help to you. 

If equipment malfunctions: Anytime equipment is not operating properly it should be removed from service. Complete the red repair tag and attach it to the equipment. Call Bio-medical Engineering for patient care equipment at ext. 2505; non-patient care repairs should be called into Engineering via the Service Response Center, ext. 2500. 
If an injury to a patient or staff member occurs during operation of equipment: Care and treatment of the injured person is the first priority. The equipment must be immediately removed from service and secured/locked up. Notify the department supervisor/director and complete an eOAR. If the injury is serious, contact the Risk Manager. Inspection of the equipment is to be conducted by the Bio-medical staff.

When new, rented or loaned patient care equipment arrives at the hospital: All new, rented or borrowed patient care equipment received at the hospital must be inspected by Bio-medical Engineering before being used. If equipment arrives at your department and it has not been inspected, ask yourself: Am I sure it will operate properly on my patient? 

Preventive maintenance: Every piece of patient care equipment is inspected on a scheduled basis. Depending on the type of equipment, inspections may be done quarterly, semi-annually or annually. A sticker on the equipment lists the next scheduled inspection date. If you see equipment being used beyond an inspection date, remove it from service and call Bio-medical Engineering.

SAFETY BEHAVIOR EXPECTATIONS AND ERROR REDUCTION TOOLS

	Safety Behavior Expectation
	Error Reduction Tool
	Brief Summary of Tool

	Pay Attention
to Detail
	STAR
	Use STAR as a self-checking tool: 

S - Stop (Pause 1-2 seconds.)

T - Think (Am I doing the right thing?)

A - Act (Concentrate on the task and act.) 

R - Review (Self-check to be sure the task was done correctly.) 

	Communicate Clearly and Directly
	SBAR
	When communicating about a problem/issue, use SBAR to ensure concise, yet thorough communication:

S - Situation (Explain the current problem.) 

B - Background (Review relevant information.) 

A - Assessment (Explain your view of the situation. Is it urgent?) 

R - Recommendation (Explain what you want to happen.)  

	
	Check Backs
	On important communications, make sure you heard what you should have heard by using three-part Check Backs: 

1. Sender communicates message.

2. Receiver repeats message back (or if a telephone order, reads message back). 

3. Sender acknowledges message is correct by saying, “That’s correct.” If not correct, Sender repeats message. 

	
	Phonetic and Numeric Clarifications (THAT’s)
	When words sound alike, say the word, then say “That’s,” followed by a word that begins with each letter. For example: “The patient’s name is Kat. That’s K as in Kilo, A as in Apple, T as in Tango.”
When numbers sound alike, say the whole number, then say “That’s,” followed by each digit. For example: “18. That’s one, eight.” 

	
	Clarifying Questions 
	Use this tool to make sure you really understood what you heard. Saying “I have a Clarifying Question...” is code for “I need more information.” Sender needs to listen openly and answer question(s). 

	Be Aware of the
Big Picture and Have a Questioning Attitude

Be Aware of the 
Big Picture and Have a Questioning Attitude


	Stop and Ask
	There are times you may feel that “things just aren’t right.” Trust your instincts and STOP and ASK. Never ever hesitate to STOP and ASK.

	
	Briefs, Huddles, and Debriefs 

Briefs, Huddles, and Debriefs
	Briefs are proactive and increase situational awareness. At pre-designated times, assemble the team and review things like:

What issues came up in the last shift?

What problems do we anticipate might come up in this shift?

Are all assignments clear?

Are there any staffing issues?

Are there any equipment issues?

Are there any special issues/events? 

Who should we recognize?

How well are we doing with our safety behaviors?

Are we using our safety tools?                       (continued next page)
Huddles are reactive and assist staff in immediate problem solving. If a situation changes and an employee is unsure what to do, the employee should use the code word “Huddle” to call the team together to problem-solve. 

Debriefs are retrospective and are used to review an unusual or special event. Assemble the team and ask these questions:

What went well?

What could we have done better?

Did we exemplify the safety behaviors and tools? If not, how can we make sure we will next time?

	Perform Effective Handoffs
	3 W’s
	When performing a handoff, the person handing off needs to provide the following information:

What - What the person needs to do 

Why - Why it needs to be done 

Warnings - What the person should watch out for when 


  performing the task

This is a powerful tool to make sure there are no dropped balls. 

	Work Together with Your Team
	Peer Coaching and Checking 
	Use Peer Checking:
Ask for assistance when you need it.

Offer assistance when someone else needs it. 

Be a Peer Coach:
Know the Safety Behavior Expectations and Error Reduction Tools.

Notice when people use them and comment when you see them doing the right thing.

	
	Escalation of Concerns
	Escalate your concerns using these three steps:

1. Start with a gentle nudging question. 

2. Ask the person to change his/her behavior.

3. Stop the action. Take the person aside and use the code words “I have a Concern...” 

If the behavior does not change, use the Chain of Command. 

	Follow the Rules

 (If you cannot follow a rule and do not know what to do, be sure to STOP and ASK.) 
	Checklists and Job Aids
	When developing policies and procedures, try to make them easier to follow and remember to use accompanying checklists and job aids. 

	
	Easily Accessible Policies and Procedures 
	Policies and Procedures can be accessed and searched online by doing the following: 

1. Access the Intranet.

2. Go to the Policy Library.

3. Put in the keyword.

4. Note which Policy Manuals you want searched or just search all. 


INFECTION PREVENTION 

One of the top priorities for every hospital in the nation is to prevent infections. The Centers for Disease Control estimates that each year nearly two million patients in the United States get an infection in hospitals, and about 90,000 of these patients die as a result. In addition, hospital infections add more than $30 billion annually to our nation’s health care tab.

Eighty-five percent of hospital-acquired infections are due to organisms carried on the hands of personnel. The most effective way to prevent infections is hand washing. Hand washing stations are located throughout the hospital and satellites to provide convenient access for use before, between and after all patient contact. Please contact the infection prevention department or unit managers if you see opportunities for additional dispensing stations.

Standard Precautions

Standard precautions are practices that protect employees from infection and prevent patient-to-patient transmission. Here are the Top Ten practices you need to follow to make sure you do everything you can to protect yourself.

1. Wear personal protective equipment (PPE) to protect from blood and body fluids. (Appropriate PPE also protects from chemicals and when working above the ceiling.)
2. Use puncture-resistant boxes for disposal of all syringes, needles, scalpels or lancets, broken glass or other items that can pierce the skin. Never dispose of sharps in the regular trash. 

3. Never recap, break off, or remove a contaminated needle from a disposable syringe, or otherwise manipulate needles by hand. 

4. Place specimens in containers that are sealable, leak-proof, and labeled as bio-hazardous.

5. No eating, drinking, or applying lip balm in areas where potentially infectious materials or drugs are present, including the nurses’ stations and medication dispensing areas.

6. Ambu bags, located on all code carts and emergency areas, are used in place of mouth-to-mouth resuscitation. 

7. Place regulated waste in red bio-hazardous bags for disposal. Use a broom and dustpan to pick up broken glass. Clean blood spills promptly with approved disinfectants. 

8. Get vaccinated. Employee Health offers employees with potential for occupational exposure to blood the opportunity to receive the Hepatitis B vaccine series at no charge. 

9. Be familiar with the Exposure Control Plan, which details our practices to eliminate or minimize employee exposure to blood-borne pathogens. 

10. Be alert and careful. 

Signs That Are Important to YOUR Health

When a sign is posted outside a room, it serves as a warning that specific health risks are present. Along with standard precautions, these signs outline additional precautions that employees must take before entering or exiting the room. A chart in the Infection Prevention Manual tells you what kinds of precautions are recommended for each disease or diagnosis.

BLOOD-BORNE PATHOGENS

Puncture wounds from needles or sharp items can lead to serious diseases such as Hepatitis B, Hepatitis C or HIV. These may result from safety devices on needles that were not completely or correctly engaged, and/or employees who are distracted. 

How to reduce the risk:

· We all have a responsibility to use sharps, safe needles and devices. The Sharps Safety Specialist reviews new devices and obtains samples for review and trial. The staff decides through trials which safety devices are optimal for use. Contact Supply Chain with questions.
· Focus on the task.

· Keep a sharps container nearby. Carefully drop sharps into the container. Keep your hands away. Have the container replaced when it is three-quarters full.

· Always engage the safety device on a needle after use. Listen to the click and look for full engagement of the safety guard. 

· Never re-cap or reuse used needles.

If you are exposed to blood or bodily fluids:

· Immediately wash the area with soap and water; if the eye, nostril, lip or mouth is splashed, flush the area with lots of water.

· Go immediately to the Emergency Department for evaluation and blood testing.

· Download the Employee Blood and Body Fluid Exposure Packet from the WinNet web site under Employee Health.

· Be sure your supervisor has arranged for the source patient to be tested. 

Reporting work-related injuries:

· Report the incident to your supervisor immediately.

· Complete an Occupational Injury Report.

· Let the Emergency Department or health care provider know your injury is work-related. Your medical bills, including prescriptions, will be paid by the hospital.  

· If you will be out of work due to your injury, contact Employee Health immediately. A workers compensation claim will be processed for you.

· Follow the recommendations of your medical provider.

SAFETY DATA SHEET (SDS)

Chemicals are all around us. Do you know which ones pose potential threats and which are relatively harmless?

Your Right to Know – Read the SDS
Your health, and that of your co-workers and Winchester Hospital patients, can be harmed if you don’t learn about a chemical before using it. A Safety Data Sheet (SDS) provides detailed information about the product including its short- and long-term health risks, and symptoms of exposure. The SDS explains emergency first aid, proper spill clean-up, and the chemical’s potential for fire or explosion. Consider the SDS to be an extended container label; it is the best source for complete product information. Should there ever be a chemical emergency, you must know how to access a SDS. 

 Access the hospital’s Intranet home page (WinNet), and enter the name of the chemical in the search field provided (for example, alcohol), press enter. A list of various alcohols and alcohol-related products will appear on the screen. Click on the specific item you wish to view and the related SDS will appear. Press print. 
Chemical Spills

Chemical spills are contained using the “THINK C.L.E.A.N.” Plan:

· Contain the spill

· Leave the area

· Emergency eye wash, shower, medical care

· Access SDS
· Notify Environmental Services or your department supervisor

RADIATION SAFETY

Radiation technology is a valuable healthcare tool, but its use also involves certain hazards.

Effects of Radiation

When radiation penetrates the body, it may pass through the tissue with no effect, temporarily injure a cell, or cause the cell to die. It takes repeated or intense radiation exposure to many cells before the possibility of severe tissue damage, cancer, or birth defects are likely to happen.

Sources of Radiation

The main sources of radiation in our facilities are X-ray machines and radionuclides (materials that are swallowed, injected, or implanted for the purposes of diagnosing or treating disease).

Protection from Radiation

· Do not enter a room if an “X-ray in Use” sign is lit.

· Unless you are trained to do so, do not open any package containing radioactive materials or clean up radioactive leaks.

· Wear protective lead shielding when assisting with X-ray procedures, or if not directly assisting, stay at least six feet away.

· Wear disposable gloves when handling radioactive waste.

· Minimize the time spent in the room of a patient who is receiving radionuclide therapy. Signs must be posted if a patient is receiving this therapy.

· If you are pregnant and your job involves radiation exposure, notify your supervisor.

Safety Review

All radiographic machines are reviewed periodically for safety and efficiency. Employees working with materials or equipment that emit radiation are required to wear a film badge to measure their accumulated exposure. For more information, contact Dana Cronan, Supervisor of Nuclear Medicine, at ext. 2310.

HIPAA 

What is HIPAA and what does it do? - HIPAA is the Health Information Portability and Accountability Act. HIPAA is the federal law that created national standards of confidentiality for medical information. HIPAA regulations not only affect the hospital’s information management and reimbursement practices, but also physician practices, insurance companies, collection agencies, research studies, vendors, and others.

My job doesn’t involve patient information or billing. Does HIPAA apply to me? - Yes. HIPAA applies to anyone who works in an organization that maintains PHI. We all share a common duty to protect patient information.

Everyone knows that patient names and diagnoses are confidential. What is different under HIPAA? - PHI, the information protected under HIPAA, includes dates of a patient’s admission, dates of service and dates of discharge, birth, or death, as well as email addresses, medical record number, health plan number, Social Security number, phone number, address, last three digits of the zip code, photos, fingerprints, retinal scans, and serial numbers of implanted medical devices. Under HIPAA, procedures must be in place to assure the security of sending and receiving certain paper and electronic records, faxes, emails, live conversations, and voice mail messages.

Some Do’s and Don’ts:

Do be careful during hallway and elevator conversations about patients. Do check and double-check fax numbers before sending patient information. Call and alert the recipient so the information is protected at the recipient’s location.

Don’t make patient information accessible to persons without a need to know. Don’t leave detailed health information on a voice mail. It is acceptable to leave your name, location, and a call back number. 

More information about HIPAA and Winchester Hospital’s HIPAA policies is located on the Intranet (left side of the home page).

PRIVACY

Winchester Hospital is required by law to maintain the confidentiality of its patients’ medical information. The federal law that protects medical information is the Health Insurance Portability and Accountability Act (“HIPAA”) and it outlines the circumstances under which we are allowed to use or disclose our patients’ medical information. HIPAA refers to medical information as “protected health information” (PHI). Winchester Hospital is permitted to use patient information for treatment, payment and healthcare operations. Examples of such uses include:  

Treatment: We are allowed to disclose information to other hospitals or physicians that treat our patients and to our own staff members who need to have the patient’s PHI to care for the patient.

Payment: We are allowed to use or disclose PHI to receive payment for the services we provide to our patients. For example, we are allowed to provide a patient’s name, date of birth and dates of service to the patient’s insurer in order to bill for services.  

Health Care Operations: We are allowed to use PHI in the course of our day-to-day business. For example, we are allowed to use or disclose PHI in order to review the quality of care we provide to our patients.

These are only some of the ways in which we are allowed to use PHI. Other permissible uses include mandatory reporting (e.g., gunshot wounds, child abuse) and in legal proceedings. Patients are provided with a Notice of Privacy Practices when they register at the hospital. The Notice of Privacy Practices informs patients about how we will use their information, when we may use it without their permission (e.g., for treatment, payment and healthcare operations), and when we will get their permission before using the information (using PHI for research).  

Many staff members have access to PHI. It is important to remember that even though you have access to PHI, you are only allowed to access it if you need to do so in order to do your job.  Before accessing PHI, always ask yourself: “Do I have a job-related reason to look at this information?” For example, as part of your job you may need to access patient addresses and telephone numbers. As you do so, you recognize someone’s name and are curious why this person is in the hospital. Since you have no job-related reason to look at the patient’s diagnosis, you must not access that information. 
You may disclose patient information if it is part of your job to do so. If you are unsure, ask your supervisor. If a patient requests a copy of his/her medical records, refer the patient to the Health Information Management Department.

While not a violation of the law, it violates hospital policy for an employee to look at his/her own medical record. If you are a hospital employee as well as a patient, you may access your patient information through our Health Information Management Department, just like other patients. This policy exists because we do not want our employees accessing sensitive health care information with no one available to support them or answer questions. 

In certain situations, Winchester Hospital is required to notify patients and state and federal agencies when there is an unauthorized disclosure of PHI. In order for Winchester Hospital to comply with that requirement, staff must report any unauthorized access or disclosure to his/her supervisor or the Privacy Officer or Security Officer. 

To prevent confidentiality issues: 

Access and/or disclose patient health information only if you have a job-related reason to do so. Report any unauthorized disclosures to your supervisor, the Privacy or Security Officer.

Log off when you are done using your computer. Do not share computer passwords.

Do not leave patient health information where it can be seen by others. Be sure that any paper with patient information on it is placed in the gray shredding bins or shredded. 

Do not talk about patients in public places. Do not email PHI to parties outside of Winchester Hospital and Lahey Health System.

INFORMATION SECURITY

Lahey workforce members are responsible for taking all reasonable precautions to protect ePHI and other Lahey information for which they have access. As you know, Lahey is required to protect patient as well as other sensitive data. Some of our electronic information security obligations include adhering to the following:

The HIPAA Security Rule

· Health Insurance Portability and Accountability Act of 1996.  Requires the protection and confidential handling of protected health information

Commonwealth of Massachusetts Law

201 CMR 17.00: Standards for the Protection of Personal Information of Residents of the Commonwealth.  Directs a risk-based approach to security

Payment Card Industry – Data Security Standard (PCI-DSS)

· A framework for developing a robust payment card data security process -- including prevention, detection and appropriate reaction to security incidents. 

HITRUST Common Security Framework (CSF)

The HITRUST Alliance CSF is a single overarching security framework based on Healthcare-relevant standards and regulations. Considers HIPAA, 201 CMR 17.00, PCI, and many others

Acceptable Use

“Acceptable Computer Use” is part of Lahey’s commitment to helping workforce members understand their responsibilities for protecting computing resources, and maintaining the confidentiality, integrity and availability of Lahey’s electronic protected health information (ePHI)

Lahey workforce members are responsible for taking all reasonable precautions to protect ePHI and other Lahey information for which they have access. 

Your Role in Protecting Lahey’s Information Systems: Users are expected to use common sense and exercise responsible, ethical behavior when using Lahey computer network facilities, equipment, and applications

Our IT security policies and procedures are built from those requirements to help protect us from the real-world computer threats we face every day, around the clock.

No defense is perfect, and no amount of IT-based solutions can stop every attack on our networks and data. Let’s face it, in the battle against viruses, scammers, and other attacks, eventually we are going to lose. 

So then, what can we do to help reduce the risk, lower our exposure, and minimize the damage if things do go wrong?  The first step is to rely on the help and support of Lahey workforce members like you.

Some of the more common types of threats we face today include:
Malware

One of the most common computer threats is from Malicious Code, or “Malware.”  The more common types are listed below:

Virus:  A program designed to make copies of itself and spread to other files, programs, or computers in order to execute some malicious code.  

Trojan Horse:  A program that appears to have a desirable purpose, but also includes damaging code often unnoticed by the user.

Adware: Software that displays advertisements.  Not necessarily malicious but could include Spyware

Spyware:  Software that is installed to gather information about the user’s computer habits, and could even capture usernames, passwords, etc.

SPAM:  Unsolicited email.  May or may not be malicious in nature

Malware can result in significant losses to Lahey data, the unavailability of networks, computers, or programs… not to mention the time and cost that is spent on recovery.  Successful attacks could seriously harm Lahey’s reputation.

Fortunately, the solution for malware is fairly straightforward. Unfortunately, rather than focus on the computers, some attackers find it easier to just go straight after the people.
What are some industry best practices to prevent malware? 

· Do not download an Internet file or attachment unless it is from a trusted source

· Avoid websites that offer pirated files or software, or advertise themselves as “hacker” sites

· Do not interfere with Lahey’s computer anti-virus programs, firewalls, or software updates set up by Information Services 

· Virus scan files before installing onto your computer from USB sticks, CD/DVD, or other media (for example, right-click on a file and select “Scan for Viruses…”) 

Social Engineering 

Threats also come by taking advantage of the way people typically react to certain situations.  This is known as Social Engineering.  It uses psychological manipulation to get people to bypass normal security procedures.  After all, most people just want to be helpful, which from an IT security point of view can be a very bad thing. 

Examples of Social Engineering methods include: 

· Phishing: Pretending to be a legitimate person or business (more on that next)

· Tailgating / Piggybacking:  sneaking in behind or with someone through a restricted entrance

· Authority and Intimidation: Using added pressure on the targeted victim.  For example, “A senior level executive wants this now, or you’ll be in trouble!”
· Dumpster Diving:  Like it sounds, rummaging through the trash for sensitive information that was not properly disposed of

· Shoulder Surfing: Observing computer screens or documents on the sly

Remember to always stick to your approved procedures!  

Phishing - Is when a scammer pretends to be a legitimate business by using a fake email or website in an attempt to trick an unsuspecting user into surrendering private information that will be used for identity theft.
Most phishing emails try to provoke an action, such as updating an account password, or clicking a link, or opening an attachment as soon as possible.  It is an easy attack to run, and does not require much effort.  

From Verizon’s 2015 Data Breach Investigations Report:

“The numbers again show that a campaign of just 10 e-mails yields a greater than 90% chance that at least one person will become the criminal’s prey”
“The data showed that nearly 50% of users open e-mails and click on phishing links within the first hour.” 
“The median time-to-first-click [came] in at one minute, 22 seconds.”
Email: things to think about before you click your mouse

· Does it have an attachment that makes sense, or does it seem random?

· Does an email have a web link? If you move your mouse over it – without clicking! – you might see that the actual web address is nothing like what's expected 

· Is the return or reply-to email address a Lahey Health email address?

· Look for pore grammer and mispelt words 

Ask yourself:

Am I expecting this e-mail or attachment? Do I know this person?
Does it seem too good to be true? Is that really the right web address?
Does it seem too urgent? 
Lahey IS will periodically select a random sample of Lahey workforce members to test our response to receiving phishing-style emails. If you have any doubts don’t click the link or attachment!  Delete the email.
Approved software and computing devices

We want what we need, when we need it.  Unfortunately, sometimes that does not line up with HIPAA Security or FDA cybersecurity guidance. Only use approved software.
Lahey takes software licensing seriously.  Pirated, unlicensed by Lahey, or otherwise unauthorized versions of software are not permitted for use. Only use approved devices

It is important to use only computing equipment approved by Lahey IS.  You are not allowed to bring in your own network equipment (routers, switches, wireless access points, etc.) to create your own “mini-network” on the Lahey network.

If you need to purchase new equipment, or connect to an external network (including a cloud service) you may need prior approval from several departments, including IT Security and Legal Services

IT Security will coordinate a security risk assessment to confirm this meets the minimum IT requirements of HIPAA security, State Law, and Lahey Policy.

Please contact IS before making any electronic device purchases

User Access to Lahey networks and computers

Protecting Lahey computer equipment and data starts with good access control.  A key part of that is limiting access to only the minimum necessary to perform your duties.  This is referred to as “Least Privilege”

Computer users should only have access to what is needed and not more.  Allowing too much access increases the potential for damage should the account get compromised.
Managers must be mindful in requesting computer access for new or transferring users.  Only request what is actually needed.  Just copying the access of another user may not be the most accurate way to evaluate computer access levels.
Each workforce member must have her or his own unique account.  Group or shared accounts need to be approved by IS prior to use

Workforce member terminations and transfers

Managers must request deactivating or changing these accounts as soon as possible!  Leaving computer accounts open for people no longer working at Lahey, or allowing unnecessary access to stay active, is a very serious security issue

Reminder About Good Passwords: 

A strong password is still important for keeping user accounts and data secure, and keeping the wrong people out. Never share your password.
As a refresher, here are the password rules:

8 characters minimum; one each: upper case letter, lower case letter, and number

Must be changed every 90 days (60 for privileged accounts). Prohibited from reuse for at least 6 generations

In making a password, try to create a mental image or an acronym that is easy for you to remember.  Using the first letter in each word of a phrase like “Thinking of a long password takes forever!”, and swapping in a few numbers or special characters for the letters could become T0@LPt4e!  Don’t use that one though. Be creative.

Remember, Lahey Information Services will never ask you for your password.  If you suspect your password has been compromised, contact your local IS Support Center immediately 

Data Encryption 

Without going into details here on the various ways of how and why encryption works (sorry!) just know that it is a critical control for protecting our sensitive electronic information

All Lahey electronic PHI stored on any media must be encrypted

· “Media” includes items such as computer hard drives, USB thumb drives, external hard drives, and CD/DVDs.  If Lahey electronic PHI is stored on media that is not (or cannot be) encrypted, the file used to store Lahey electronic PHI must be encrypted

· Encryption requirements also apply to the hard drives on medical equipment

All Lahey electronic PHI transmitted outside of Lahey’s private wired and wireless network must also be encrypted

· Normally this will be set up for you already as a Lahey computer user, but it is something to consider for any new network connections 
Keep Sensitive Data Secured

· Do not share access codes, cards, or keys with anyone not specifically authorized 

· Never throw electronic media that may contain ePHI into the normal trash!  If there is no approved media disposal bin in your work center, contact your local IS Support Center to coordinate disposal 

· Be sure to lock up portable equipment and sensitive material before you leave an area unattended

· If going away from your desk for an extended time, be sure to lock your computer screen first.  On a PC, press the "Windows logo" + "L" keys simultaneously; on a Mac press the Apple menu or power button.   Lahey managed computers should automatically time out, but a little proactive control goes a long way

Mobile Devices

Just one of the many great things about technology is how it allows to us wander around with it to help us do our jobs more effectively (not to mention to collect rare Pokémon). Mobile devices can include thing such as:

· Laptops, Mobile Phones, and Tablets

· USB drives (a.k.a. thumb drives, memory sticks, external hard drives etc.)

· Carts, WOWs, or anything else that moves, potentially

Mobile devices provide their own unique set of problems though.  One being that some things that wander, do get lost.  It is another reason why encryption is critical  

Lahey currently uses the Good for Enterprise™ App for users to access their Lahey email and calendars on mobile devices.  This provides encrypted protection to the data and allows Lahey IS to remotely wipe that data if it is lost or stolen.  Contact the IS Support Center to get access

Quick quiz: What do you do if you lose a Lahey mobile device, or a personal device with Lahey data on it?  Answer: Call the IS Support Center immediately!   

Monitor Your Computer Log-Ins

Part of the HIPAA Security Rule requires us to report any discrepancies with computer account login attempts.  Usually this is done using automated tools within IS, however as a user there are still some things to watch out for 

· One example of a technical safeguard is when you type in an incorrect password too many times and lock out your account.   If your account is locked out and you did not cause it, this may be a sign of improper access attempts

· Some systems or applications may show the last date and time you logged in.  If so, double check that the date and time accurately reflects the last time you logged in to that system

As always, if you suspect there are any discrepancies pertaining to your account, report it immediately.

Incident Response 

All Lahey colleagues and contractors have responsibilities related to the security of all Clinic computing systems and networks.  Of course, these responsibilities will vary based on the colleague’s job and role at Lahey

Despite advances in automated intrusion detection systems, computer users may still be the first to discover an intrusion.  Users can help by reporting things that may seem out of the ordinary, such as:

· Unusual system behavior, which may indicate a security incident in progress

· Computer virus or other malware alerts 

· Suddenly finding unidentified computer equipment or USB drives in your area.

· Remember, never insert a USB stick or CD/DVD that you find if you do not already know what is on it, or the how or why it was left there.  This is another known type of Social Engineering attack

Data Backups and Physical Security

In addition to other technical and administrative safeguards, backing up files and software is essential to protecting our patient’s health information

· Keep backups in a physically secure location and far enough  away from the original so that the same problem does not affect both

· Back-up media containing covered information also needs to be encrypted.

· Make sure you periodically test your backups to verify they are still effective

Workstations and other equipment should be reviewed periodically by users to confirm that they still meet requirements for physical protection

· Identify what equipment, laptops, media, etc., you have and who can access them

· Is it in a secure area, such as behind a locked door?

· Can visitors access it or look at the screens without Lahey personnel present?

What would happen if you lost something tomorrow? 
A Final IT Security Reminder

You are the expert in your area. Take a moment to think like a bad guy.  What is the worst that could happen and how would it impact you?   

What simple steps could you take to better protect the information and equipment in your care?

Remember: 

· Emails may contain malware in attachments and links

· Use only Lahey approved computers and software for Lahey work

· Use different (strong) passwords for different accounts

· Do not visit sketchy or inappropriate Internet sites, or download untrusted files 

· Use secure disposal for sensitive data

· Report any suspected security weaknesses immediately

Think twice about opening that email attachment

Questions

Look for the IT Security Office Intranet page in MassNet, under Department Homepages, Non-Clinical Intranet Sites

Email  ITSecurity@Lahey.org

Contact your local IS Support Center

User Responsibility

Lahey provides colleagues with PCs, printers and other computer equipment as necessary to perform their job.  Colleagues should remember that electronic media and services provided by the company are, unless otherwise noted, the property of Lahey and their purpose is to facilitate and support company business.  Lahey reserves the right to access data, of any sort, stored or located on company owned equipment.

Your Role in Protecting Lahey’s Information Systems
Users are expected to use common sense and exercise responsible, ethical behavior when using Lahey computer network facilities, equipment, and applications.  At a minimum, you:

· Must not share your account or your password, even with family members: All activities associated with your assigned user account are your responsibility.

· Must not use another person’s computer access account without authorization.

· Mangers must submit access removals/changes immediately for all user terminations and transfers

· Must only use approved licensed software that is legally owned by Lahey. All use of unlicensed software is forbidden.  The use of freeware or shareware programs should be avoided.

· Must report all computer viruses/spyware or any suspicious activity involving your account to the IS Support Center immediately.

· Should back up important data and make it part of a routine backup up plan. The data backups should be periodically tested to confirm they are useable.

Protecting Your Workstation
You must protect your workstation and ePHI from unauthorized access. Workstations are defined here as desktop computers, laptops, and other electronic devices that you may use to access ePHI. At a minimum, you:

· Must ensure anti-virus software is installed and regularly updated; do not disable anti-virus programs in place.

· Must ensure that your workstation is locked when unattended.  This may be done manually (e.g., Windows Key + L) or by automated screen locking software.

· Must ensure that your workstation is physically located in a manner that minimizes the risk that unauthorized individuals can gain access. Be sure that your monitor or display screen is positioned to prevent viewing by unauthorized individuals.

· Should refrain from surfing Internet sites that are not required for work.  Do not click on banners, pop up ads, etc., that might introduce malware into the Lahey network.

· Monitor your computer logins and report any suspicious activity on your account to the IS Support Center.

Storing ePHI on your workstation, mobile device, or media

Except where a legitimate need exists, Lahey colleagues should avoid storing or interacting with ePHI.  However, if you store ePHI, the following requirements apply:

· All Lahey electronic PHI stored on any media must be encrypted.  “Media” includes items such as computer hard drives, USB thumb drives, external hard drives, and CD/DVDs.  

· Never throw electronic media that may contain ePHI into the normal trash! To properly dispose of media with ePHI, the data or media must be physically disposed of by an approved method. If there is no approved media disposal bin in your work center, contact the IS Support Center to coordinate disposal.

Use of Email
The primary purpose of the Lahey E-mail System is to provide a tool for internal and external professional communications.  To help protect our data and information systems, you: 

· Must not use any other E-mail system (Gmail, Hotmail, Yahoo!, etc.), instant messaging product, or other web-based E-mail product at Lahey.

· Must not open email attachments without first verifying the sender.  If a message is received that is suspected to be malware or a “phishing” attempt, you should notify your supervisor and the IS Support Center.

· Must use encrypted email to send messages containing PHI or other sensitive information. File attachments containing PHI or other sensitive information should also be encrypted within a password-protected file or other similar method. 

Mobile Devices
This includes cell phones, tablets, and similar portable devices.  Workforce members may be issued a Lahey mobile phone or tablet, or authorized to use a personal mobile device to access Lahey networks or email. The very nature of mobile devices makes them more susceptible to loss or theft.  To protect mobile devices, you:

· Must adhere to all Lahey security policies, including using encryption and strong passwords, and that the device inactivity lockout remains in effect at all times.

· Must not alter the security configuration of a mobile device assigned to you.

· Must not share network access codes or account information without permission.

· Must physically secure laptops when not in use, such as with locking cables, securing in a file cabinet drawer, etc.  Do not leave laptops (or other devices) out in the open unattended. 

· Must immediately contact the IS Support Center if your device is lost or stolen.

Contact Information
For questions or to report a potential computer security incident or weakness, please contact either the IS Support Center (Help Desk) at 781-756-2647 or the IT Security office.

SEXUAL HARASSMENT

Everyone has the right to be treated fairly and respectfully at work. To that end, Winchester Hospital is committed to maintaining a work environment in which employees are treated with respect and decency and not subjected to any type of sexual harassment. Because sexual harassment is not tolerated at Winchester Hospital, all employees should know what sexual harassment is and what to do if it occurs.

What is sexual harassment?

Sexual harassment includes any unwelcome sexual behavior or attention. In the workplace, it is any sexual conduct that (1) affects a condition of employment, or (2) creates a hostile work environment. In the first case, the employee is forced to choose between yielding to sexual demands or risk losing a promotion, employment, etc. This type of sexual harassment is fairly obvious. Harassment that falls into the second category, however, may be more subtle. A sexually hostile work environment is one in which an employee is routinely subjected to offensive sexual images or conduct.

A simple test

Behavior may be considered sexual harassment if it meets all of these four criteria: (1) unwelcome, and (2) deliberate, and (3) repeated, and (4) would not pass the “reasonable person’s” test; that is, would a reasonable person say the same things or behave similarly. 

Examples:

Telling off-color jokes, using suggestive words, making offensive sounds

Starting rumors of a sexual nature, discussing your own sex life

Inquiring about someone’s sex life.
Talking about provocative TV or movie scenes, displaying pictures of a sexual nature.
Using nicknames with a sexual implication.
“Accidental” collisions or touching, Cornering or trapping another person

Unwelcome hugging or massaging, Staring or leering

Practical jokes of a sexual nature, Sending crude notes or emails

What should you do if you are being harassed?

Start by telling the person that his/her behavior makes you uncomfortable and you want it to stop. If it does not, or if you feel uncomfortable confronting the person, go to your supervisor or Human Resources. The Employee Assistance Program at 800-828-6025 can help with related stress. The Massachusetts Commission Against Discrimination (MCAD) is the state agency responsible for enforcing the laws prohibiting harassment. The MCAD office is located at One Ashburton Place in Boston, MA; the telephone number is 617-994-6000.

CULTURAL SENSITIVITY/DIVERSITY

Each of us has a responsibility to understand the unique needs of the diverse community we serve. We care for many patients who do not speak English as a primary language, and we need to be aware that those who do may still have customs, creeds, health challenges or life experiences that are different than ours. Patients may also respond differently to treatment based on age, gender, religion, education, or socioeconomic background. Being aware of cultural differences will help us anticipate problems and prepare for alternative solutions.

To know what is acceptable and what is not, ask questions and keep an open mind. Guard against the tendency to stereotype. Learn to enjoy our similarities and our differences!

Best Practices: The 4 C’s of Culture – A Mnemonic for Health Care Professionals1
1. What do you call your problem? - This is one way to get the patient’s perception of the problem. You shouldn’t literally ask, “What do you call your problem?” Use “call” to help you remember to ask what the patient thinks is wrong.

2. What do you think caused your problem? - This gets at the patient’s beliefs regarding the source of the problem.

3. How do you cope with your condition? - You can ask,”What have you done to try to make it better? Who else have you been to for treatment?”

4. What are your concerns regarding the condition? - This is really asking, “How does it interfere with your life or your ability to function? What are your concerns about the recommended treatment?”

1Developed by Stuart Slavin, MD, Geri-Ann Galanti, PhD, and Alice Kuo, MD, “Cultural Sensitivity – A Pocket Guide for Health Care Professionals,” Joint Commission Resources, 2007

When Hearing or Sight Is An Issue

Portable Telecommunication Devices for the Deaf (TDD) are available for temporary loan through the hospital Switchboard; permanent units can be found in the ED and FMC’s Walk-In/Urgent Care Center. Closed captioning is available on hospital televisions. 

The Massachusetts Commission for the Deaf and Hard of Hearing provides American Sign Language (ASL) interpreter services Monday through Friday during normal business hours and 24/7 for cases of child abuse, rape and sexual assault. Deaftalk, an ASL teleconferencing service, is used during off-hours and on weekends and holidays for all other cases. 
To obtain an ASL interpreter, contact the Massachusetts Commission for the Deaf and Hard of Hearing (see Key References). 

When sight is an issue, someone may need to read information aloud to the patient; magnifiers, audiotapes, and/or large print or Braille formatted documents can be made available.

ABUSE and NEGLECT
Did you know Winchester Hospital has the following policies to help guide you through the reporting (referral) process and documentation required at Winchester Hospital?

· Abuse/Neglect of a Child, Identification and Reporting 

· Abuse/Neglect of Disabled Persons, Identification and Reporting of

· Abuse/Neglect of Elders, Identification and Reporting of

· Domestic Violence, Identification and Management of

Did you know the reporting forms can be found on Formfast? 

Did you know if a patient who has dementia voices a concern that they have been abused that it must be reported?

1.  All licensed staff members are mandated reporters.  Non-licensed staff that suspects abuse and/or neglect should report their suspicion to the licensed care provider in charge of the patient’s care.

2. Only licensed and trained healthcare staff should assess identified victims of abuse and neglect. 

3.  At Winchester Hospital for a case of suspected abuse/neglect, Case management or 

     Legal Services can answer clarifying questions about the policies or the reporting    

     process.          

4.  At Winchester Hospital, patients are assessed for domestic abuse.  There is no law in Massachusetts mandating that health care providers report domestic violence.

Domestic violence against adults does not require mandatory reporting but hospital personnel will help victims obtain police and social service support as requested.

5.  Inpatient and emergency patients are assessed for signs of abuse and neglect.  The 

     following question is asked on admission:

· Is anyone hitting you, hurting you or making you feel afraid?

 6. Outpatient areas are not required to formally screen for abuse and neglect, however, 

      based on the education received according to their role, all staff will respond acording to the appropriate policy when abuse and neglect is suspected.

.

INTERPRETER SERVICES
In accordance with Massachusetts state law Winchester Hospital contracts with Lahey Hospital & Medical Center to provide interpreter services for our patients 24 hours a day, 7 days a week.   Winchester Hospital staff are required to arrange interpreters for their patients in their primary language. Laheys' Interpreter Services Department will coordinate efforts to ensure that a competent medical interpreter, fluent in English and the patient’s primary language is made available.  

Winchester Hospital provides face-to-face language interpreters and certified telephonic medical interpretation in over 140 languages at any time of day or night at no cost to the patient. 

Hospital staff may offer simple communication assistance such as how to use the telephone, etc. Children and relatives who are 18 or older can interpret clinical information if the patient declines the use of an interpreter. A declination form should be signed by the patient.

Winchester Hospital strongly discourages the use of family members or friends as interpreters. First ask the patient if they would like an on-site interpreter, and if so, obtain one. However patients may decline the use of free-of-charge interpreter services and choose to use family members or friends.  If this occurs, the provider will document that the interpreter services were declined. Please note that federal law prohibits the use of minor children as interpreters. Winchester Hospital staff still have the right to utilize interpreter services even if a patient declines.

To provide services for deaf and hard-of-hearing patients Lahey Hospital & Medical Center utilizes a variety of resources, including staff ASL interpreters and the Massachusetts Commission for the Deaf and Hearing-Impaired. In addition, Winchester Hospital’s Communications Department has auxiliary aids available for use by patients who are hard-of-hearing i.e.TTD/TTY for telephones. Patient room phones have a built in amplifier and a visual blinking light.  Amplifiers are available for patients who are hard of hearing.  

In cases where there was no reasonable way to anticipate the need for an interpreter for a particular language, Winchester Hospital has access to Video Remote Interpreting and Language Line Services that are available 24 hours a day, 7 days a week. However staff should always attempt to first obtain an in person interpreter for the patient, if one is not available you are required to document that in the medical record.

The policy Interpreter and TDD (Hearing Impaired) Services for Patients with Special Communication Needs can be found on WinNet.

Essentials and IT Security Annual End User Training Exercise 2016                            
Dept Name         ________________________

Employee Name _________________________ 

Employee # _____________________

Circle the correct answers. Help can be located at page reference in each question.
When done give to your supervisor/director/dept manager.

Thanks.

QUESTIONS FOR ESSENTIALS 
1. In order to prevent back injuries which of the following are good steps to follow (pg 4)
A. Take great care when lifting a patient who cannot support their own weight alone 

B. Never lift alone when other staff are available to help 

C. Never lift anything if you are in an awkward position 

D. All of the above 

2. If a patient has limited proficiency in English, what is the FIRST thing you should do (pg 24)
A. Find a staff member to interpret 

B. Ask the patient if they would like an on-site interpreter, and if so, obtain one 

C. Call the Language Line 

D. Let the family interpret 

3. If you see Fire or Smoke you should do the following (pg6) 

a. Rescue yourself and other from the immediate area 

b. Alarm should be pulled and call 3333 (off-site call 911) 

c. Contain the smoke/fire by closing the door 

d. Extinguish the fire if it is safe to do so 

e. All of the above 

4. The following are True statements about Identification Badges (pg5)
a. ID’s are used to clock in for payroll purposes 

b. They are used to help patients and families know who are caring for them 

c. Never place stickers or pins on badges 

d. Contractors and vendors must wear badges at all times 

e. All of the above 

5. If I wear gloves I will be protected if I get a needle stick. (pg4)
a. True 

b. False 

6. SDS is a (pg11)
a. Medical Search Discovery System 

b. Mild Skin Disease Symptom 

c. Safety Data Sheet 

d. None of the above 

7.  If a chemical spill happens in my work area I should think C.L.E.A.N., it means: (pg12) 

       Contain the spill; Leave the area, Emergency Treatment, Access the SDS sheet, 

       Notify Environmental Services and your supervisor.

A. True 
B. False

8. If I hear “Code Pink/Infant Abduction” announced I should (pg 3) 

a. Go immediately to your closest exit and look for anything suspicious and report it   

      to Security

b. Let people out the door if they give you a good story 

c. A and B 

d. None of the above 

9. Personal Protective Equipment is used for the following reasons (pg10)
a. To protect from blood and body fluid exposure 

b. To protect from exposure to chemicals 

c. To protect eyes when working above the ceiling 

d. All of the above 

10.  Standard precautions helps protects the employee from infection and also helps prevent patient to patient infection transmission. (pg10)
a. True 

b. False 

11.  Only employees who work directly with patients have a responsibility to protect Patient 

Rights (pg3)
a. True 

b. False 

12.  An Occurrence Assessment Report is used to report any unusual or unexpected event 

       that is not consistent with the desired care of patient or operations of the Hospital (pg3)
a. True 

b. False 

13.  An Occupational Injury/Illness Report is used to report employee injuries no matter 

       how big or small. (pg4)
a. True 

b. False 

14.  Protected Health Information (PHI) includes (pg13) 

a. Patient name and date of birth 

b. Medical Record number 

c. Social Security number 

d. All of the above 

15.  Health Information Portability and Accountability Act (HIPAA) allows PHI to be disposed of in locked, document security containers or be shredded. (pg14)
a. True 

b. False 

16.   When a piece of medical equipment breaks down but does not injure a patient or staff it  

         should be (pg7)
a. Pulled out of service 

b. Tagged with a red  Equipment Repair Tag 

c. Called in to Bio Medical Engineering at extension 2505 

d. All of the above 

17.   If a patient or visitor becomes violent , staff should first (pg5)
a. Confront the patient and not call Security 

b. Call 3333 ( Offsites call 911) and report a Security Emergency
c. Call the Nursing Supervisor 

d. None of the above 
       18. Which of the following statements are true? (pg23)
a. All licensed staff members are mandated reporters for abuse and neglect issues.    

b. Non-licensed staff that suspect/witness abuse and/or neglect should report their suspicion to   

the licensed care provider in charge of the patient’s care.

c. Video Remote Interpreting can always be used instead of obtaining an on-site interpreter.    

d. If a patient declines an interpreter the staff do not have the right to still book an interpreter.  

e. The patient’s 15 year old son can interpret for the patient.  
f. A and B 
QUESTIONS FOR IT SECURITY TRAINING
For each, select the BEST answer:
1. Why is it important to have an understanding of Information Security policies and procedures? (pg15)
a. It can help protect individuals from being the victim of a security incident

b. Each Lahey workforce member has a role to play in protecting Lahey data

c. Will aid in recognizing and responding to potential information security threats

d. All of the above

2. When receiving an unsolicited email with an attachment from an unknown person, what is the BEST course of action from the following? (pg21)
a. Open the attachment to see whether it is safe or not

b. Delete it

c. Forward the email to your personal email account and open it there

d. Forward the email to your supervisors so they can open it

3. Of the following choices, what would be the BEST example of a strong password? (pg17)
a. Ax12

b. 123abc456

c. G@tp8aw#

d. password

4. True or False:  All electronic PHI stored on any media must be encrypted. (pg17)
a. True

b. False

5. Important files can be lost instantly from a virus, hardware failure, or the wrong click of a mouse.  If you lose your data, a current backup might be the only thing that saves days, months, or even years of work.  Which of the following is NOT part of a good backup plan? (pg19)
a. Keep backups far enough  away from the original so that the same problem does not affect both

b. Data backups should be given at least the same level of physical protection as the original

c. If the original data needs to be encrypted, the backup data also must be encrypted

d. Never test backup data to make sure it’s still valid

6. All of the following are good ideas that can be used to avoid a social engineering attack, except which one? (pg 16)
a. Do not throw out sensitive documents in the normal trash bins

b. Do not leave unauthorized visitors alone with open computer screens with access to sensitive information

c. Do not open unsolicited email attachments or web links 

d. Never second guess an urgent email from a Lahey senior leader asking to send back sensitive data
7. When a Lahey Colleague or workforce member leaves Lahey employment…(pg17)
a. No action is required.  Information Services and Human Resources will eventually figure out the person left 

b. The member should share their MR1 password among coworkers before leaving

c. All access permissions must be disabled immediately 

d. The user should submit Form BB-08 to the Information Desk 

8. Which of the following is a best practice for avoiding computer viruses? (pg15)
a. Delete unexpected emails with web links or attachments

b. Use an updated anti-virus program to scan email attachments before opening

c. Avoid visiting web sites that look suspicious, offer hacker tools, or otherwise may not be appropriate for work

d. All of the above

9. Which of the following is an example of a potential information security incident or event that should be reported to the IS Support Center or the IT Security Office? (pg19)
a. Unauthorized access, use, disclosure, modification, or destruction of electronic information

b. Loss or theft of laptops, phones, desktop computers or other equipment

c. Unauthorized use of another user’s credentials or impersonating another Lahey user

d. Strange or unusual activity on your computer that is not readily explained 

e. All of the above

10. You have been authorized to use the Good App on your personal phone to get Lahey email.  You realize your phone has been stolen!  Which of the following should you do FIRST? (pg18)
a. Contact your manager, the Security Department, or the IS Support Center immediately to report a lost / stolen device

b. Take no action since the thief won’t know your passwords or PINs

c. Contact Finance to see about reimbursement for your lost phone

d. Post an update to social media warning about the area where you lost it
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