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	Policy Name:
	Personal Mobile Device Use


I. Policy 

New Vision Medical Laboratories (NVML) supports associates in their use of personal mobile devices for work to conserve ministry resources. NVML does not provide ministry issued mobile devices to all associates.  
 
II. Purpose
a. We want associates who use personal mobile devices for work at NVML to know they are required to follow procedures created by the Information & Technology (I&T), Legal and Human Resources (HR) departments. 

b. We want to ensure we maintain the integrity of NVML data on personal mobile devices. 

III. Scope 

This policy applies to all associates of NVML.

IV. Policy Details

a. Maintaining Data Security – Associates who use a personal mobile device for work must adhere to I&T Security procedures and provide NVML access to data as needed or required by law: 

i. Associates must complete the “Personal Mobile Device Usage Training” course. 
ii. Associates must sign the Mobile Device Support and Usage Agreement (“Usage Agreement”) at the end of the training course. 
iii. Associates must adhere to the device requirements necessary for enforcement of the agreement, up to and including installation of Mobile Device Management (MDM) software. 
iv. Associates will be required to protect their devices with an access pin of minimum length. This is specified in the Mobile Device Support and Usage Agreement. 
v. Personal mobile devices will be configured to auto-wipe all data after the number of invalid logon attempts specified in the Mobile Device Support and Usage Agreement. 
vi. Personal mobile devices must run the current version of the device’s operating system. 
b. Investigations and Litigation – Associates who use a personal mobile device for work must fully comply with the requests of I&T Security, Legal Department, HR, or other management personnel.  

i. If these personnel need to access NVML data, the associate must allow it.  

ii. Management reserves the right to require associates to temporarily turn over a personal mobile device used for work.  

1. In that case, NVML would collect NVML data. A review related to litigation or regulations would focus on NVML data.  

2. The process may include a review of personal data to isolate NVML data.  

3. Associates who fail to fully comply with such requests may face corrective action up to and including termination.
c. Exceptions – NVML will create a list of jobs and roles which require some associates use a NVML-issued mobile device for NVML work.  

i. NVML will provide associates in these roles NVML-issued mobile devices.  

1. This will allow for isolating privileged or sensitive communications.  

ii. For associates in those roles, they may not store NVML data on their personal mobile device. 

d. Wage and Hour Compliance – When using NVML issued or personal devices, non-exempt associates must abide by the NVML policies that address wage and hour regulations.  

i. Non-exempt associates must report all work time, including time using a personal mobile device for work.  

1. This allows NVML to accurately pay associates. 

 

V. Definitions

Personal mobile device: Any mobile device owned or provided by the associate and used for NVML work. Personal mobile devices include smart phones, tablets, and other communications devices with information storage capability (e.g., personal digital assistants). 

NVML data: Any data created for or maintained by NVML. This includes but is not limited to files, programs, apps, email, text messages, photos, videos, and audio recordings. 
VI. Attachments

None
VII. Related Policies

Corporate Responsibility Code of Conduct 
Corrective Action 
Information & Technology policies 
Marketing & Communications policies 
VIII. Disclaimers 

Nothing in this policy modifies the at-will status of any New Vision Medical Laboratories associate or otherwise creates a contractual relationship between New Vision Medical Laboratories and any associate. New Vision Medical Laboratories, in its sole discretion, reserves the right to amend, terminate or discontinue this policy at any time, with or without advance notice.
Policy Approval: 

Approved by Dan Myers - Executive Director of New Vision Medical Laboratories 03/10/2023
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