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Immunology, Flow and Molecular Meeting 

Jul 1, 2012
1:00 PM
PS230
1.  Announcements:
a. Congratulations to Voula G. for her recent engagement

2. HSR FAQ

a. Jul 29th – closing

b. Approval by Attorney General’s office in CT and Federal Trade Commission

c. Sister of Charity also applied for alienation from the Catholic Church – Approved

d. Office of Certificate of need – Approved.
e. CMS Approval – Pending.

f. HSR Acquisition will make us 1,519 beds, 4th largest hospital in the US, and 12,000 employees.

g. Onboarding current employees – 3400. 
i. Treated as new hire – background checks, credentialing etc.

h. Set of questions sent waiting for answers from HSR Lab Management

i. Initial volume report provided for in-house tests

1. 1000 ANAs/ year.

ii. Reference Report to follow
3. Job Openings

a. 1 FTE Med Tech for Evening Shift  

i. Offer going out to Sridevi
b. Flow Coordinator 

i. Background check initiated
c. Immunology Per Diem – lost candidate to Smilow
d. Flow Per Diem

i. To be posted 
e. Tumor Profiling Position

i. Currently Interviewing

f. Pursuing 1.4 FTE for FLEX 

i. Flow Tech

ii. 0.4 LA

4.  PHI audits – see page 3-4
a. Question regarding method on confirming aliases (which patient presents w/ 2 names)

5. Phone transfer to CSR pilot was a success
a. Internal phones

b. 2440 & 2437 – straight to CSR 24/7 – 365

c. New # to be issued for 2440

d. 8179 to be deployed at all the phones that were previously assigned to 2437

e. Do not give out phone #s externally – use 203-200-5227

6. Pharmacy, Lab, and Materials Management

a. Jul 12th – 2:15 – 4 PM, PS Auditorium

7. Lounge 
a. 2nd microwave installed
8. Emergency Scrub supply to be established in Immunology.

a. Located near Penny’s Cubby.
9.  Blood Drive – July 19th.

10. Freezer

a. Pan being replaced

b. Alert has been called and will be evaluating the freezer

11. Stainer 

a. Req submitted to purchasing 

b. JR to follow up.
Pro-active Electronic Privacy Audits: Manager FAQ

Why is it important to implement robust pro-active audits?
· It has always been YNHHS policy to use PHI (protected health information) with care and safeguard it appropriately.  Protecting patient privacy is nearly as important as providing excellent clinical care.

· PHI should only be accessed if required for your work.  The only reason to access a specific patient’s PHI is if that access is directly related to TPO (treatment, payment, or healthcare operations) or approved research. Distinguishing between appropriate and inappropriate reasons for accessing PHI is critical. The medical record of a family member, co-worker, friend, neighbor, person in news or VIPs should never be accessed unless as part of TPO or approved research. Pro-active audits help enforce these compliance requirements.

· Through the passage of the Health Information Technology for Economic and Clinical Health Act (HITECH), the federal government increased its ability to enforce how hospitals and other healthcare providers protect PHI. YNHHS auditing practices are part of compliance with the HIPAA & HITECH ‘Breach Notification for Unsecured PHI’ regulations. We now have a good system to assist with breach detection that provides audit details of who is accessing electronic medical records and which records are accessed, as well as detecting potential inappropriate access.  

· If an incident of inappropriate or unauthorized access is determined to be a reportable breach under HITECH, the employee and the Hospital can be fined by the federal government, and the reputation of the entire YNHHS can be damaged.

When one of my employees is identified as potentially inappropriately accessing a patient record, how will I be notified and what are my responsibilities?
· When an incident of inappropriate access is identified, an email with details of the incident is sent to the manager, alerting them to the questionable access. The email communications are sent from the Office of Information Security (OIS) email account OIS.audit@ynhh.org.  Contact information, so that you can speak with a specific individual will always be included in the email and you should always feel free to contact OIS staff if you any have questions or concerns.

· This email does not indicate that a breach has occurred. This is simply an inquiry about an incident of potential inappropriate access.

· You are authorized to access the patient record if that is required for you to better understand or investigate  the circumstances related to your employee’s access.

· The email has an attachment (Microsoft Word document) that includes a form that you will need to complete and return to OIS.audit@ynhh.org once you have spoken with the employee. 

· To comply with the HIPAA HITECH Breach Notification requirements we have a short time frame to investigate potential inappropriate access, so it is important that this form be returned within a timely manner.  The date to return will be included in the email and on the form.

What happens if I determine my employee’s access was appropriate?

If you speak with your employee and determine that the employee’s access was part of Treatment, Payment or Healthcare Operations (TPO) or approved research, you need to return the completed form to confirm that information. Unless there are additional questions or concerns, the incident will be closed.  

What happens if I determine my employee’s access was not appropriate?
· If you speak with your employee and identify that the employee’s access was inappropriate (not part of TPO or research), you need to return the completed form to confirm that information. OIS will then coordinate the next steps with HR (Human Resources), OPCC (Office of Privacy & Corporate Compliance) and LRSD (Legal & Risk Services Department). 

· HR will contact you to discuss implementation of any sanctions. Infractions can lead to sanctions up to and including termination.  

· As part of a risk assessment, OIS, OPCC & LRSD along with other members of the Incident Response Team (IRT) will further review the details of the access and make a final determination as to whether the inappropriate access constitutes a policy violation, a HIPAA violation and/or whether the incident is a reportable breach under HITECH. Inappropriate access is serious, but not all inappropriate access is determined to be a ‘breach’.

Why am I sometimes asked about a ROI (Release of Information) form?

Some pro-active audits will be implemented to identify inappropriate access to a family member’s record. Inpatients or their Personal Representatives may request access to a patient medical record, but must complete a Release of Information (ROI) form. It is often the case that prior to the access by the employee, the patient (family member) has not signed a ROI form and submitted the form to HIM. Having a ROI form in place does not authorize someone to use their employee access to the medical record to access their family member’s record, but that information is needed as part of the incident risk assessment.  
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