

TITLE:  Patient Confidentiality and HIPAA 
Principle: To ensure that all protected health information (PHI) and employee information is kept confidential and shared with others only on a work-related, need-to-know basis.  Confidentiality is a basic patient and employee right; it is expected that all lab employees conduct themselves in a professional manner and consider all information which is heard directly or indirectly concerning a patient or any staff member to be confidential.  Any action disregarding this policy is subject to disciplinary action up to and including termination.  
Personnel: 
All laboratory personnel
Procedure: 
A.
Confidentiality means keeping all information about patients and employees private and only sharing information with others on a work-related basis.  PHI should be shared only if an employee is directly involved in the care, treatment or hospital business of the patient.  
B.  
Employees must not access or disclose information regarding patients, co-workers or family members unless it is required by a specific job related activity.  This also applies to all hospital computer systems to which the employee has access to perform his or her job.  

C.
Passwords must not be shared.   If your password is shared, transactions resulting from the use of your password are your responsibility.  If you password becomes known it is your responsibility to change it immediately and notify Information Services (IT) of the security breach.  

D.
Employees are permitted to use PHI only in the following ways


1.  To the individual who is the subject of the information, or a legally authorized representative.  

2.  As described in a written authorization by the patient

E.
PHI may be used or disclosed without a written consent in the following cases:


1.  The employee received PHI in the course of treatment

2.  In emergency treatment situations


3.  If the employee is required by law to treat the individual and attempts to obtain written  consent are unsuccessful.  

F.
The importance of confidentiality and consequences related to a breach are discussed at new employee orientation, in the employee handbook and annual net learning module.  

G.
Every employee signs a “Confidentiality Contract”, ensuring they have read and understand their responsibilities and the consequences of a breach.  This contract is validated and signed every year.  

H.
All requests for medical records should be forwarded to Health Information Services (medical records)
I.
All documents containing PHI that are not part of the medical record must be discarded properly for destruction to ensure confidentiality.   Documents with PHI are to be discarded in a secure document destruction container.  The PHI placed in these containers will be collected periodically by a bonded and certified document destruction company and destroyed in a secure manner with a certificate of destruction provided to the hospital.  

G.
Annually an audit of the laboratory to assess compliance with HIPAA regulations will be conducted.  Items surveyed include:

1.  Users logged off their computers appropriately


2.  Evidence that passwords have been shared or posted

3.  PHI found on regular trash


4.  Computer audit of employee records being accessed


5.  Lab employees looking at their own medical record or lab results

J.
Patient confidentiality is maintained when patient data is sent over an interface because there is a secure VPN connection.   

K.
E-mail sent through the hospital network to addresses outside of the hospital that contain PHI is encrypted.  

L.
Hospital records are backed up to tape… we do not use cloud computing.  

M.
At Copley only those healthcare personnel authorized to review a patient’s test results has access to those results.  Access rights are controlled by individual log in security.  Test results are available to patients upon request from the Health Information Services department (Medical Records).   Under HIPAA only the patient or a legally documented representative of the patient has access to the patient’s personal health data.  That is why requests for results are directed to the Health Information Service Department.  
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