      [image: image1.jpg]U RUSH

Rush Copley Medical Center



     

Proc. #4840-LIS-224

TITLE:  Computer Safety and Data Security
PRINCIPLE:

To ensure the safety and security of Laboratory Information System (LIS) records.
PERSONNEL:

All Laboratory Staff

STEPWISE PROCEDURE:

A. Laboratory Information System Fileserver Security

1. The Laboratory Information System fileserver (GL) is stored in the secured Information Services (IS) Data Center.

2. Access to the data center is only through IS personnel. The door remains locked unless IS personnel are present to monitor access to the area.

B. Fire Safety

1. An ABC Dry Chem. fire extinguisher is located on the wall next to the Data Center.
2. In the Data Center, there is a BC Carbon Dioxide fire extinguisher. 

3. In the Satelite Data Center, there is a BC Carbon Dioxide fire extinguisher.
4. There are two heat detectors in the computer room which will alert the switchboard operator should they be set off.
5. The entire hospital has sprinkler coverage and is zoned appropriately according to code requirements.
6. The LIS backup tapes are kept at an off-site storage facility. These tapes are picked up daily by the off-site service.
7. In case of fire or some other disaster, data can be restored from tape backups.
C. File and Data Security: Tape Backup

1. The backup for SCC Soft is done daily, by Tivoli Storage Manager, directly to tape. Tivoli Storage Manager logs each and every backup operation to the control files of the database that is being backed up. This is an unattended backup, so the users can remain on the system.
2. The Network Engineer reviews the backup daily to make sure that the backup completed successfully. If it does not complete successfully, the Network Engineer resolves the problem. This information gets documented in IS Incident Management System.
3. Any problem with the backup shows up on the backup daily logs. These daily logs are reviewed daily M-F by a network engineer. The engineer investigates any problem until it is resolved and the backup is successful.
4. The LIS backup tapes are stored off-site. In the event of a disaster, patient data and the LIS programs can be restored from tape.
D. File and Data Security: Protection Against Unauthorized Access

1. All major programs are protected by limiting the rights of users on the network and within the LIS software. Network and LIS program files cannot be deleted or altered by anyone other than the System Managers. Access is very limited and is controlled by the permissions assigned to these users.

2. Access to the Hospital Information System (HIS) and LIS is limited by the user’s ID and password. Only IS can provide the IDs and passwords for users accessing the LIS. Each position in the LIS is assigned a security level/role. The Laboratory Director, Manager, Senior Techs, Clinical Associate Lead or LIS Analyst, may determine which role is to be assigned to the user. Refer to procedure number 4840-LIS-225 for security level/role details.

3. Passwords in Soft are managed in Active Directorey and have the following default settings:

	Number of days before password must be changed
	90

	Minimum password length
	8

	Maximum login attempts
	5

	Password expiration notification
	None

	Minimum letters
	1

	Minimum numbers
	1

	Minimum special characters
	1


4. All new employees in the hospital sign a confidentiality statement to ensure HIPAA (Health Information Portability and Accountability Act) compliance. Also, they receive an in-service on HIPAA during orientation. The user agrees to treat all patient information confidentially, to only access patient records on a “need to know” basis, and to not let anyone else know or use their password.

5. If for any reason a user’s password becomes known to anyone else, a change request must be submitted immediately. To change the password the user:
i. Contact the IS Help Desk at extension 1234.
6. Upon notification of a termination, IS handles employee’s access inactivation.  See Proc.#4840-LIS-211
7. All of the Soft Modules are set up to secure the Soft application after non-use.  This requires the user to re-enter their ID and password. Application time-outs are defined in the Security Module, under each Role. Other users can access the application with their own credentials, even when another user has a Soft session secured.
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