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Saving Encrypted Blood Bank Files on a USB Drive

[bookmark: _GoBack]Purpose:  

To provide instructions for saving patient history files using an encrypted USB drive in order that patient history information is available even when the Sunquest system is not operational.

Method:

	
	Actions
	Related Documents

	Perform Report Capture in Sunquest:


	1
	· Perform Function BEX in SmarTerm 

	Patient History Backup Reports in Sunquest

	Prepare USB drive:


	1
	Insert the encrypted flash drive into the USB port on the hard drive. 
· Even days:  “A” 
· Odd days:  “B” 
NOTE:  Alternate using the A and the B drives each day so that if one flash drive goes missing or becomes unusable the data is still recent on the other.
	

	2
	Found New Hardware appears on lower desktop tool bar. Box opens with “Removable Disk (:E)”. 
[image: ]
	

	3
	Select folder “TrueCrypt”
	

	4
	Select the TrueCrypt program (blue icon).
[image: ]
	

	5
	Double-click on “Select File…” button
[image: ]



	

	6
	In the Select a TrueCrypt Volume window:
· Select “My Computer” or “My Documents”
· Select “Removable Disk (E):”
· Click “Open”
[image: ]
	

	7
	Select BBCrypt and click “Open”.
[image: ]
	

	8
	Note:  In TrueCrypt, the volume box displays “E:\BBCrypt”.
Click “Mount”.  Notice that the USB drive is now displays a pulsing light.
	

	9
	Password prompt:  Enter bl00db@nk. (o’s are zeros, a is @ symbol). Do not check any of the boxes and click on OK.
[image: ]
	

	10
	· Volume for F: drive is E:\BBCrypt. 
· Diminish the pop-up.
[image: ]
	

	11
	The F drive is the encrypted part of the E drive (like a subfolder). This drive must be used for patient information. If only the E drive is selected, the information will not be encrypted!
	

	Capture BEX Reports

	1
	Open the SmarTerm Roll N Scroll area of MISYS. Log on.
	

	2
	[image: MC900432618[1]]On the Menu bar, under “Tools”, choose “Start Capture”.[image: ]
	

	3
	
“Capture” options box is displayed:

[image: ]

	

	4
	
Select “Removable disk (F:)” to identify the file destination where you want the report to be saved.  

[image: MC900432618[1]][image: ]



	

	5
	Select the Transfusion Service Reports folder 

[image: MC900432618[1]][image: ]

	

	6
	· Assign a file name, typically an abbreviation of the report name combined with the date pulled (i.e., BBR15_04052011.txt).  This will allow you to easily check the date.  
· Click “Start Capture”.

[image: MC900432618[1]][image: MC900432618[1]][image: ]

	

	7
	· Perform extract from SmarTerm
	Patient History Backup Reports in Sunquest

	Cleaning Up 


	1
	Delete the 2 day old files from the USB drive. The files are all additive so there isn’t a need to keep multiple days’ worth.  
	



	Removing USB drive

	1
	To remove the encrypted drive without damage to the files, perform Dismount. 
[image: ]
· Restore TrueCrypt session.
· Click DISMOUNT
	

	2
	Watch the pulsing light on the USB drive change from a steady, rapid pulse to a slow pulse.
	

	3
	Remove the encrypted flash drive from the USB port on the computer hard drive. 
	

	4
	Store USB drive in the Down Time folder.
	

	5
	Click Exit button.
[image: ]
	



References:

AABB Standards for Blood Banks and Transfusion Services, Current Edition
Blood Bank User Guide, Misys Laboratory
Page 1 of 1

Page 7 of 7
Transfusion Service Laboratory
Harborview Medical Center, 325 Ninth Ave. Seattle, WA 98104
image3.png
[ Truecrypt (=[CI]

Volumes System Favores Tooks Settings Help Homepage.

Drive | olume. Size | Encryption agorthm | Type | 4.

Greate olume Vel Bt e Catie

-Volume:

IV Hever save histor;
= " Volume Tools. Select Device.

Mount Auto-Mount Devices Dismount Al Ext

Selec





image4.png
Select a TrueCrypt Volume

(£ My Docuents -] e ®&ckE-

Wy Fecert Documerts
Deskion

(£ My Documerts

3 My Computer
< LocalDik €]
2 DVD Diive D)
< I

My Network Places
Quit Ines 130

1] stsff Phone & E-MaiREV

) Transfusion Maibox

) Transfusion Service Labaratory sin for baxes
) Ualy Ducking

File pame:

|
L P |

Open

Lo |
e ||





image5.png
Select a TrueCrypt Volume [2]x]

movable Disk [ E

[Sruecryet
Baonn
sacrypt

Lookn: [@

o = oo
Fesoiipe  [arest) = E=N)





image6.png
Enter password for E:\BBCrypt

e -

™ Cache passwords and keyfiles in memary Concel

™ Display password

I Use keyfies Keyfies. Mounk Options.





image7.png
[ Truecrypt (=[CI]
Yolumes System Favorites Tools Settings Help Homepage
v [ voame et i R

Greate olume olume Prapertis, e Catie

-Volume:

[Evecret

IV Hever save histor;
= " Volume Tools. Select Device.
Dsmount Auto-Hount Devices Dismount Al Ext

Selec





image8.png




image9.png
[ssh_TEST stw]
& Fie Edt View | Tools Properties Connection Window Help

View Insett Fomst Tooks Table Window Help

=18l

Typeauestionforhel - X

HDBH‘“"ET?EWMW FEEDNE=D SHR OGRS RE S -C-80EEE G900 -0 et ) o - TiesNowonn < 12 < | B £ U
U= T @ asos % :
D Macos AR = : - ! 2 : 2 ! i ! H !  Getling Started T x
. Keyboard Maps. CIONEAT
74 Smaiouse. MPUTER ROOM Device type: UT220 Microsoft Office Online
¥z Tiges. * Connect to Microsof ice.
6.3 TEST Area. Sl O

{SendFiesung Kok, AlS e v
(5 Beceive Fies g Kar. A1SG ord

| Kemit Commend Mode T 1980,1981,1982, 1983, 1984, 1985, 1986, 1987, 1988, 1989,
1990, 1991, 1992, 1993, 1994, 1995, 1996, 1997, 1998, 1999,
2000, 2001, 2002, 2003, 2004
Misys Hospital Systems, Inc., d/b/a, Misys Healthcare Sustems
ALl Rights Reserved.

Proprietary & Confidential.

Fieplay Captured Eie.

Restore fiom Erofle.
Wb fiesise

ACCESS CODE: SB1958

PASSHORD

FUNCTION:

Printing Blood Bank Reports to FILE

navigate to it and select it:

report you are pulling:

B ssh_TEST.

[Copy inconing test from the host to a fle.

tat| & @ (& »[E3 SmarTem - [ssh_TE.| = RemovableDisk (E) | [G] Misys Gateway | [6) Blood icer Processing -... | T Admin pck (SECURED) -... | ] PMBS0_0pMan.pet - Ado. «3) so7am

TR £1a

PRI,

You will see a “Capture” options box come up that looks like this:

In SmarTerm, on the Menu bar, under “Tools™, choose “Start Capture”.

You need to choose the file destination where you want the report to be saved. If you are
using a removable flash drive, make sure it is plugged in, and then use the drop-down to

Depending on how you have organized your folders, choose the desired location for the

If you do not wish to overwrite a file that was previously saved, in the “File Name” field,
give the report you are pulling a unique name. Typically an abbreviation of the report
name combined with the date pulled (i.e., PPS_09292010.txt). However, if you wish to

. . T

SRS

* Automatically update this st
from the web

Ware.

Search for

Example: "Print more than one copy”

Open
HiC2S36,_TransfusionRecord vs

System Defition and
Specications.docx

1:88 028 8504 v6 x.doc
Priter troubleshaoting.doc

25 vore.

) Create anew document.

daan Tolat

van- s | AuoShepes \ N IO Al B & & -2~ A

Page 1 Sect 1B mer iz s e e o1 om GX
(inbor - Dutock Evpress | FBUsing pa (SECURED) -.| [EMicroson Excel-88_BMA...| buniited - Notepad | piiting Reportto_FieT..| Dosumentt - Micrasol word

}| [Piino BecdBarkReeon = | g7 At |





image10.png
=8 e 29 =8|

@ File Edt View Toos Propeties Connection Window Help =18IX| * Fie Edt View lnset Fomat Toos Table Window Help Type a questionforhelp  + X
IR =R EEEE BHROIER T BB S8 ER T - @ e ) A el « Tines NewRomen = 12 +| B £ U
ﬂ ! . ! 2 ! 3 ! 4 !

Printing Blood Bank Reports to FILE

=] Getting Startea - x
[CNCNEA]
Microsoft Office Online

r|

Location: COMPUTER ROOM Device type: UT220
= Connect o Microsoft Office
Online

* Get the latest news about using
ward

* Automatically update this st
from the web

This is the 6.3 TEST Area.

(c) COPYRIGHT 1980,1981,1982, 1983, 1984, 1985, 1986, 1987, 1988, 1989,
1990, 1991, 1992, 1993, 1994, 1995, 1996, 1997, 1998, 1999,
2000, 2001, 2002, 2003, 2004
Misys Hospital Systems, Inc., d/b/a, Misys Healthcare Sustems
ALl Rights Reserved.
Proprietary & Confidential.

In SmarTerm, on the Menu bar, under “Tools™, choose “Start Capture”.

Ware.

Search for

Example: "Print more than one copy”

D=

Open
HiC2S36,_TransfusionRecord vs

System Defition and
Specications.docx

ACCESS CODE: SB195t N x|

Selectthe fle where you want to save all incoring deta. Ta stop the capture, select
Stop Capture on the Tools men..

PASSHORD N MPUTER ROOM Device tupe: UT220
RSN - Serem| O Trreer o2 @ o W (1o Printer troubleshooting. doc.
FUNCTION: (5 More,

T 1980, 1981, 1982, 1983, 1984, 1985, 1986, 1987, 1988, 1989,
1990, 1991, 1992, 1993, 1994, 1995, 1996, 1997, 1998, 1999,
2000,2001,2002, 2003, 2004
Misys Hospital Systems, Inc., d/b/a, Misys Healthcare Systems
ALl Rights Reserved.
Proprietary & Confidential.

) Create anew document.

ACCESS CODE: SB1958

File name: Start Capture
Save as ype: [Tex Orip (") = ez N

PASSWORD &

I~ Copy screen o beginning of capture fle: Fropeties FUNCTION:

[T Convetintemational cheracters

Characters il nct be converted. Moty

Fou will see a “Capture” options box come up that looks like this:

You need to choose the file destination where you want the report to be saved. If you are
using a removable flash drive, make sure it is plugged in, and then use the drop-down to
navigate to it and select it:

B ssh_TEST.

[Connected to lab0l labmed washington edu [Secwe [ taco [ Pt [Capiue [Hold [vT420 | Ohiimin [Row21 Col 11

tat| & @ (& »[E3 SmarTem - [ssh_TE.| = RemovableDisk (E) | [G] Misys Gateway | [€) Biood Order Processing .| ) Acininpof (SECURED) - .| = PM850_Ophtan el -Ado.. | «5) 303aM

van> L5 | Auoshapes- \ N\ 1O A A &2 @ | & - - A sagy
Page 1 Sec 1 143 At 2.1 7 Col2 REC TRK ExT OvR (OF

Dinbos - Oulook Express | Bt (SECURED) - | [EhfrosotEvce-85_6Ma_ | BUnited-Notspad | BPrnting Reporto_Fie x| [@bocuent - icosotword }| Prvtng Bood Bark Pepor =] | 508 e |





image11.png
7 SmarTerm - [LABO_TEST[1]]

& Fie Edt View Tooks Fropertiss Connection Window Help

=8|
JoewsmD

=18 x]
P EEIDECEEEY

T 2

Selectthe fle where you want to save all incoring deta. Ta stop the capture, select
Stop Capture on the Tools men..

Saveine [ Transter Flo 3
@ Deskton
£ My Documents
3 My Computer
<o LocalDisk £
{2 Documents and Setings
& Alsers
5 My Documents
5 SmaTem
9 Transter
2 DVD Dive )
<= Removable Dsk [£)
- [ —

€3 My Nelwork Places
(==

File name|

avesst| ) Deleted 20 Proc = =
S22 5 UMC_TSS on lith bmed washingon.

() Outside Equipment SOPs

2 TSL_Documents on it sbmed washing

T~ Copy!

[T Convertintemationsl cheracters
Characters il nct be converted.

Fropeties

Moty

" LaB0_TE

[Connected o labi lsbmed washington edu

[Secwe [ taco [ Pt [Coptue [Hold [VT420 | Ohr2min [Row5  Col 11

@ start| (22 Windows Explrer__+| (1] Printing Blood Bank Re... | & Lab Medicine: Crical L. | [ B smarTerm - [LABO_... Desktop > My Documents () 88 Reports > B«E@e D smom





image12.png
=181]

@ Fle Edt Vew Toos Properties Comnection Window e ETEY

EEEER R E DN EETE

Selectthe fle where you want to save all incoring deta. Ta stop the capture, select
Stop Capture on the Tools men..

Savein [ Transhuionservee Fepons s +] @ (¥ 1% @

Fiename:  [Capture Start Capture
Save s ype: [Ten Orip (1) = Cancel

I~ Copy screen o beginning of capture fle: Fropeties
[T Convertintemationsl cheracters

Characters il nct be converted. Moty

& LABO_TE.
[Connected to lab0l labmed washington edu [Secwe [ taco [ Pt [Captue [Hold [VT420 | OhrBmin [Row 17 Col 33

A¥stort] 32 Windows plrer_+| (i]ining oo sk .. | 6 b s il | ek ™ iy Decments (29 Repors > [« @B D s





image13.png
=18l

@ Fle Edt Vew Toos Properties Comnection Window e ETEY

EEEER R E DN EETE

Selectthe fle where you want to save all incoring deta. Ta stop the capture, select
Stop Capture on the Tools men..

Savein [© TrmsusinsoneFapotss 7] @ (3

Fiename:  [BBR15_04052011 Start Capture
Save s ype: [Ten Orip (1) < Cancel

I~ Copy screen o beginning of capture fle: Fropeties

[T Convertintemationsl cheracters

Characters il nct be converted. Moty

& LABO_TE.
[Connected to lab0l labmed washington edu [Secwe [ tacio [ Pt [Captue [Hold [VT420 [ Ohri4min [Row 24 Col 33

@ start| (22 Windows Explrer__+| (1] Printing Blood Bank Re... | & Lab Medicine: Crical L. | [ B smarTerm - [LABO_... Desktop > My Documents () 88 Reports > Bl«@eD aum





image1.png
# Removable Disk (E:)

29 ke a new Folder

@ Publsh ths Flder tothe
e

]
o

9 My Computer
) My Documerts
€3 My etk Places

autorun
TrueCrypt Setup Informetion
Tke

BBCrypt
Fie
1,536,000K8




image2.png
TrueCrypt

|5 ETruecrypt

Leanse trueeryet
[ e ondrolderTosks & [=| KT Sante
29 ke a new Folder

@ Publsh ths Flder tothe
e

TrueCrypt TrueCrypt Format

< Removable Disk (£:) 51KE

& o -

3ty Network Places





image14.jpeg
W erment o
'LABORATORY MEDICINE





