Title: Security and Alarm

Policy #: Gen.02.0037

POLICY STATEMENT:  The laboratory is equipped with alarms to help ensure the safety of the staff.
In order to provide a safe environment at the laboratory the following steps need to be followed.

1. Lab entrances are set up with card access entry.  Only staff with security access can enter the lab.  Anyone who enters the lab that does not have an access card must ring the doorbell.

2. Every precaution should be taken before allowing people into the laboratory.  You should check their identification before opening the door.

3. At the core lab there are 5 cameras set up for 24 hour surveillance.  The three entrances and the 2 loading docks have mounted cameras at the access points to the core lab.  The hospital has cameras that view the entrances.
4. For your safety when leaving the core lab during the evening it is preferred that you leave with another person.  If this is not possible then another lab employee should watch you enter your vehicle to make sure you are safe.

5. The last person to leave is to secure the three suites. Employees should exit through one of the main exits not through the loading dock.
6. Check the doors, windows, and loading docks at suites 262 and 264.   All lights should be off.  Sign the alarm log sheet when turning on or off the alarm system 
7.  Set the alarm using the alarm panel in either front entranceway at suite 262A or   264.
 To set the alarm:
1. If you are in the vestibule at suite 264, check that both inside doors are locked.  The alarm can be set at the 264 entrance or 262A entrance
	*Please check all doors before attempting to set alarm. Make sure the bolt on the loading bay door at 264 (micro hallway) is engaged


2. Be sure you are the last person out of BOTH suites.

3. Press COMMAND button "CMD", the display will read as "ARM or DISARM"

4. Press the blank button under "ARM"

5. The display will then prompt you to enter a 4 digit code which you must enter and then press COMMAND "CMD"

6. The display will read “All? – No/Yes”  Press YES 

7. The display will read "ALL SYSTEM ON" at the end of 45 seconds.  Both suites will be armed when the red light appears on left of keypad
8. You can exit the building.  DO NOT LOCK THE OUTER DOOR to 264
To DISARM the System – Courier entrance (262A):

1. After entering the outer door, you MUST deactivate the alarm BEFORE you enter either inner door.

2. Enter your 4 digit code and press Command "CMD"

3. The screen will read DISARM.  Press the key beneath YES and CMD.

4. The system will read - "ALL SYSTEM OFF" - you are clear to enter by either door American Alarm Company 781-646-5670.

To DISARM the System – Employee entrance (264)
1. Press “CMD” button

2. Press button under “DISARM” on display screen

3. Enter 4 digit code and press CMD

4. Display will say “alarm off”, press button under YES and wait for the red light to turn off before entering. 

Panic alarms are located throughout the lab for additional safety measures.
1. Core lab – 4 panic alarms
A. Lab Lounge
B. Cytology
C. Front Processing area
D. Microbiology 

a. To activate the alarm push the black button.

b. If a panic button is pressed the alarm will ring into the American Alarm Central station.  They will automatically dispatch the Woburn Police to 262 West Cummings Park and they will also notify hospital security.  Hospital security will not respond to the site but will contact the lab for follow up.
c. In order to deactivate the alarm system, a key must be used in the processing or cytology alarm.  This will deactivate any of the four panic buttons in the core lab. Turn the key in either direction to reset button (pushes it back from the depressed position). There is one key in the processing area above the processing coordinator’s desk.  A second key is located in the cytology technical area attached to the copy machine.
2. Hospital Lab – 3 panic alarms

A. Front Desk for outpatient phlebotomy
B. Processing front desk window
C. Lab Lounge

a. To activate the alarm press the red button

b. The alarm will ring to American Alarm who notifies the switchboard who notifies the security department. 

c.   American Alarm will deactivate the alarm.  It can not be done by the laboratory.
      Example: Core Lab Security and Alarm Log Sheet

	MONTH/YEAR:
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	Doors and Windows Checked
	
	
	
	

	Date
	Alarm Disarmed 
	Alarm Set
	Employee entrance 262 door
	Employee entrance   264 door (ramp)
	Loading dock doors 264 (micro)
	Windows:    processing & lounge
	Loading dock doors 262 (processing)
	Courier entrance  262A door
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